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B Please note

® The explanations in this Guide assume that the person who installs the product and the users of the product have a working knowledge of Microsoft Windows.

® For information about the operating system, please refer to your operating system manual or the online help.

® Screenshots in this guide are using the theme “Enterprise Blue”.

® Screenshots and contents in this guide may be changed. (As of June 2017)

® For the latest information on Sharp Remote Device Manager (hereinafter referred to as "SRDM") software and any considerations that are not described in this
document, refer to "Readme" of SRDM. “Readme” can be accessed from the [Help] menu.

B Attention

® The device information displayed by this software may not be able to accurately reflect the statuses of actual devices, depending on data retrieval timing and
the network status.

® The counter values displayed by this software may vary from the counter values at the time of polling.

® This software makes no warranty as to the data handled by the software. Sharp Corporation assumes no responsibility for loss or corruption of data. It is
recommended that the customer ensures that backing up of data has been carried out. Refer to the Setup Guide for information on how to back up databases.

® Please make sure that JavaScript is enabled on your Web browser settings. Cookies must be enabled for a browser on a client computer to run properly.

B Warranty

While every effort has been made to make this document as accurate and helpful as possible, Sharp Corporation makes no warranty of any kind with regard to its
content. All information included herein is subject to change without prior notice. Sharp Corporation is not responsible for any loss or damages direct or indirect
arising from or related to the use of this document.

© 2014 SHARP CORPORATION
Reproduction, adaptation or translation without prior written permission is prohibited, except as allowed under copyright laws.
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&SHARP REMOTE DEVICE MANAGER (SRDM)

SRDM makes it easy for users to manage and maintain a fleet of digital multifunction machines and printers (hereinafter referred to as "devices”) connected by a
TCP/IP network to the computer on which the software is installed. It provides a consolidated management of these devices and allows you to configure and receive
e-mail notifications whenever a device status is changed to a warning or error state.

Other operations you can perform include cloning the settings between the devices, distributing the driver files to other users, displaying device web pages from

SRDM to configure settings and controlling devices remotely.

Multifunction machines and Sharp MFP

printers of other manufacturers

—

that are printer MIB compliant
Y/ a—

TCP/IP network

=

Status information
Acquire status information from each
device and create a device status

Sharp MFP Sharp MFP

— —

Device management/ Status check

Driver files can be distributed
Client PC

Cloning information
Acquire settings information
and clone to other devices

Devices can be managed by accessing
SRDM from a client PC using a Web
browser.

Server with SRDM installed

=

Client PC

Other things you can do:

-Remote operation (Remote operation of a device’s panel)
-E-mail alert notification -Device Web page operation

* Digital multifunction machines and printers of Sharp and other manufacturers which can be managed using SRDM are referred to as "devices" in this

guide.

¢ To fetch device data at certain intervals, set scheduled actions. For more information, refer to “Setting scheduled actions”.
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lBASIC SRDM OPERATIONS
Launching SRDM

B Launching SRDM on the computer (server) on which B Launching from a PC via a network
SRDM is installed You can use a web browser to access the computer that SRDM is installed

on via any other computer which is connected to the same TCP/IP network.
Open the web browser on the PC and then based on the desired
communication protocol (http or https), enter any of the following URL in the
address bar.

When launching SRDM from SRDM Service Control Panel
Click the [Open] button on the SRDM Service Control Panel. The web
browser that is set as default is launched and SRDM is displayed.

[EdLagin
y - HTTP connection (Default settings):

http://xxxxxx:8085/WebUl/

ESHhaMme T g; - HTTPS connection (Default settings):
Password : —
https://xxxxxx:8086/WebUl/

| Login | Reset Enter the IP address or host name of the computer on which SRDM is

I Login for Se‘vice technician is here

() 4)

installed instead of "xxxxxx". Check with your administrator for the IP

address and port number.

When SRDM is successfully accessed, the login screen opens.
Launching from a browser

Based on the desired communication protocol (http or https), enter any of

B Login to SRDM

1. Enter User Name and Password in (1) and (2).
Default credentials:

the following URLSs in the address bar of a web browser.

- HTTP connection (Default settings):

http://<<ServicelP address>>:8085/WebUl/ (1) User Name : admin

- HTTPS connection (Default settings): (2) Password: (Generated by SRDM. Refer to the SRDM Server
https://<<Service IP address>>:8086/WebUl/ Software Setup Guide)

In place of "<<Service IP address>>", enter the IP address which has been
set as the service IP address for the common settings in the SRDM Control
Panel or the computer name.
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“ BASIC SRDM OPERATIONS (CONTINUED)

2. Click the Login (3) button to log into SRDM

e If you want to reset the entry, click the Reset (4) button. B Logout of SRDM

After login to SRDM, you can logout of SRDM by clicking on the [Logout]

e ltis recommen.ded to change the passyvord after first time I?gin. To button at the upper right comer of the screen.
change the login password, open [Settings], select [Properties] and
then click [Change password]. The password can be from 8 to 128
single-byte alphanumeric characters and/or symbols in length. A

blank password or a password consisting of only spaces is Sharp Remote Device Manager
forbidden. |« ||« ] Login Account Name : admin [settings + [Help { [Logout| |
e L2 =
¢ Account will be locked out for 30 minutes after 5 or more [ Lo G
- . . <G Ca | ElzlelslE
consecutive invalid login attempts. e T ———
=[5

[C] Communication Status Device Status * Model Marne IP Address Location  Setial Number
[ ok £ Toner Low . SHARP MX5141FN ESS = fEEe
[ oK @ Online % SHARP MY-3650FN Ea=S =S CEEe

SHARP

Device Operation

* If no operation is performed on SRDM for more than 30 minutes,
the session is closed and logged out automatically.
* To prevent unauthorized use, it is recommended that you logout
of SRDM after using it.
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n BASIC SRDM OPERATIONS (CONTINUED)

Basic window configuration

Below screen appears after you log in to SRDM.

(2) (3) 4) (5) [Refresh] button “/2.”
| | 1 Click the [Refresh] button to update the group tree and the displayed
tab contents with the latest information from SRDM server.

SHARP

Sharp Remote Device M3nager

<[] Login Account Name : adrmin ettings ~ | Help + | Logou -(6)

[Settings] button
o) = i When you click the [Settings] button, a menu will appear asking you to
a Lo = choose from Themes, Download Log, SMTP Settings, Scheduled
I%T'E“DW!DWL% it matonul i iscovrl\ oo dorl e evtonton | - Action, E-mail Alerts, Schedule Log Delete, Schedule Maintenance,

Filter : |All D
I e e o P Addess e e e System Log, Account Management and Properties.

[ oK & Toner Low 2 SHARP MXE14FN Eass =uas PEEe

o o © onine EET e smwms OEBe e Themes: Allow you to change the Ul display theme setting.

[ oK @ Online 3 SHARP Mx-MSE5FN ESSSS s HE@e

e Download Log: You can download various logs generated by SRDM.

Tatal Device(s): 3 (] Selected Device(s): 0 7 Fitered Deviceqs): 0 €9 Emorts):0 4h Waming(s) 1 No Respanse(s): 0

e SMTP Settings: You can make mail server settings for mail alerts.
For more information, refer to “Setting E-Mail alerts”.

The contents and the enabled items which are displayed in the
screen may vary depending on the permissions assigned to the

IERQEEHIn EEeR (R e ZEiEeon a2l ), (I Eelehiter, i information updating to be carried out automatically according to

permissions which can be assigned will vary depending on the scheduled settings. For more information, refer to “Setting
permissions available for the logged-in account. (Refer to “Creating scheduled actions”.

accounts”.)

Scheduled Action: You can set various operations such as device
discovery and registration, device status updating and device

E-mail Alerts: You can use this to set items such as the contents of
This Operation Guide describes the display contents and operations e-mail alerts and sending destinations. For more information, refer to
when the user is logged on to an account with system administrator “Setting E-mail alerts”.

permissions, group administrator permissions or account manager Schedule Log Delete: You can set the duration of log data.
permissions.

Schedule Maintenance: You can carry out periodic optimization of
the SRDM database automatically. For more information, refer to
“Schedule Maintenance”.

Group pane
In the Group pane, available groups will be displayed in tree format.

System Log: You can view and delete SRDM system logs and
[Group] tabs output them as XML-formatted files.
The [Group/Device] tabs are displayed in the [Group] tab area. The Account Management: You can create, edit and delete accounts and
[Group] tab for a specific group can be opened by clicking on the roles, and cancel account locks. In addition, you can view account-
GI'OUp name in the Group pane. The [Device] tab for a specific device related operation |ogs_ For more information, refer to “Account
can be opened by clicking on a specific device in the device list. To Management”.

close the tab which is open, click on the tab close button * 17, Properties: Allows you to edit the properties of logged-in accounts.
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H BASIC SRDM OPERATIONS (CONTINUED)

[Help] button
When you click the [Help] button, a menu will appear asking you to
choose from Operation Guide (this document), Read Me and About.
SRDM version information can be viewed by clicking on “About”.

To view the Operation Guide in PDF format, Adobe® Reader® or

Acrobat® Reader® from Adobe Systems incorporated is required.
Adobe® Reader® can be downloaded from
“http://www.adobe.com/”

[Logout] button
Click to log out from SRDM when you are ready to log out.

[Device/System] tabs
[Device/System] tabs display device information or group information
depending on the selected tab.
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GROUP PANE

The Group pane is the area displayed on the left side of the window. The group structure is displayed in a tree format in the Group pane. Furthermore, it contains
buttons which can be used to create groups, delete groups and edit group settings.
The width of the Group pane can be changed by dragging the vertical slide bar and it can be minimized and restored by clicking on it.

(5) Group Tree
(1) (2) (3) (4) The group structure is displayed in a tree format.

SHARP

Shgrp Remote P

|4 ||| Ldyin Account Name : [Settings ~[Help +| Logout]
—1. H = H

Group
i |, | Top Group

ces | Device Log | Sub Group List | Group Information | Device Discovery | Counter History | Operation Log

Filter - All Devices | v|
] Communication Status Device Status * Model Name IP Address Location  Serial Number Device: Operation
0 ok & Toner Low 5 SHARP MXS141FN EASSS =D
[ oK @ Online 7 SHARP MYX-3650FN s s LE@e
O ok @ Online T SHARP MX-MSBSFN Easg e JdE@e

Total Device(s): 3 [V] Selected Device(s) 0 7 Filtered Device(s): 0 € Eror(s) 0 b Waming(s): 1 No Response(s): 0

[Create Group] button «[H]
Click to create a new group or device group. If any device group is

selected, this button will be disabled.

[Delete Group] button [P

Click to delete the group that is selected. If “Top Group” is selected,
this button will be disabled.

[Group Settings] button o gl

Depending on the selected group type, this button displays options to
edit the settings.

Slide bar

Click to minimize or restore the group pane. The width of the group
pane can be changed by dragging the slide bar.
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GROUP CONCEPT

SRDM allows you to perform device management efficiently and safely by grouping devices. The following scenarios explain grouping of devices based on their

location, etc.
Customer’s office

IT Administrator

(1%t and 2" floor)

./ )

IT Administrator
(1%t and 2" floor)

1%t floor

This is the most basic configuration. In this example, one IT administrator manages all the devices in the

office as one group.

Group pane image

®  Default administrator account
Top Group % Add Account: IT administrator

Master Device Group ]

Group pane image

v Default administrator account
ORSITOUD % Add Account: IT administrator

—[Master Device Group ]

—{Device Group: 1t FIoor]

—{Device Group: 2™ FIoor]

Configuration method

Register managed devices in each device group.
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LGROUP MANAGEMENT

Creating groups 2. Click [Create] and then select [Group].

You can use “Create Group” option to group and manage devices and also to SHARP
combine device groups for management. I

Sharp Remote Device Manager

. Grou ps EIE Login Account Name : admin

el | =T
Group ‘ “:‘Tup Group & ‘
= [y | Top Group - ‘ |y | o [ = | =m r=w 1
Type Purpose = Waster Device Group " E:d;[;e;:‘icz‘:::ueg
Devices to be managed are divided into groups =001Device « =] Seitings

Export Device Counter »

Group |:| based on elements such as their location, e z -
attributes and departments. Delece Derice Grouy Y
=] Properties

Groups of devices within the SRDM server network — (e ol
which have been discovered and registered.

There are two types of group in SRDM.

kIIDE Log || Sub Group List ” Graup Infg
3

Device group m

You can also create a group by clicking on the main group, clicking

m Default groups the [Create] button " " and then selecting [Group].

Default groups “Top Group” and “Master Device Group” are created
automatically when you install SRDM. The “Master Device Group” is a sub
group of the “Top Group”. You can create groups and device groups under
this default “Top Group”.

3. Enter the group name and click the [OK] button.
The group name can include up to 64 alphanumeric characters (except )\, /, :,
*, ?,% <,>or]|). Ablank group name or a name consisting of only spaces is
forbidden.
- Top Group: This is the default group which can be used to manage all the S
other groups created by users and also the devices discovered in SRDM. Group Name

Master Device Group: This group can be used to discover and manage all
the devices which are available in the network where SRDM Server is [ ox | [Cancel]
installed.

B Creating groups
Groups can be created by the following steps.

1. In the Group pane, click the “+” button next to the main group to
create a sub group.
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GROUP MANAGEMENT

B Creating device groups

Registered devices can be grouped. The following functionalities are available
for the individual device groups:

e Search and register devices

* Update device status
¢ Download counter data and more

You can group devices by the following procedure.

1. In the Group pane, click the “+” button next to the main group where
the new device group is to be created.

2. Click [Create] and select [Device Group].

IIHE‘ Login Account Name : admin
slel | &EE

Group
& [ | Top Group

Start Device Discovery

{51 Master Device Group Update Device Information s |
= - E Log | Sub GroupList | Gi

i 001Device =] Settings »

Export Device Counter »

|=| Create 3 Group L
Delete Device Group

=] Properties bl

[TEsR @ Online

@ You can also create a device group by clicking on the main group,
clicking the [Create] button " '+ "and then selecting [Device Group].

Enter the device group name and click the [OK] button.

The group name can include up to 64 alphanumeric characters (except \,
/5%, 2,4 <,>or|). Ablank group name or a name consisting of only
spaces is forbidden.

Create Device Group

Device Group Marme |DD1Device|

| ok ||cancel|

Click the [OK] button on the Group Created dialog box.
Success

= Mew group is created successfully.

5. In the Group pane, click the “+” button next to the newly created
device group.

6. Click [Settings] and select [Device Discovery].

III Izl Login Account Name : admin
H=ol| B
Group | [| Top Group % || 3 001Device % |

= [ ] Top Group @%

= Master Device Group

| Registered Devices | Device Log | Group Information Hi
Start Device Discovery
Update Device Information
=| Seftings 3 Device Discovery h
Export Device Counter 3
Import Device Information

= 001Device

Export Device Information
Paste Device(s)
Delete

|=) Properties

il
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GROUP MANAGEMENT

————
7. If you would like to apply custom device discovery settings, in the

9. You can test discovery settings by clicking the [Trial Discovery]
Device Discovery Condition List, click [Order 1, Default Discovery button
Setting] and modify the values accordingly.

Trial Discovery Results
Device Discovery Settings “re

Menu ~

Device Discovery Condition List

Device discovery is executed with the order of the list

-
The order can be changed by drag and drop. tladel Name IP Address Location
O | Order * Status

Serial Number  Mame MAC Address

Device Discavery Canditia... Description

Loading Devices
1 Enabled Default Discavery Setting  Default Discovery is Lacal .. ()

Q@

Blocked IP Address List

Specify Blocked IP Address | Settings |

SNMP Information Acquisition Settings

— SNMPyT

Timeout 5000 Millseconds (1000 - 30000y
Retry 5 Timers) (0 - 5)

Total Device(s): 0

Timeout : Millsconds (1000 - 30000}
Retry Timels) {1 - 5)

| ok | cancel|

8. Set The device éearch conditions on the Device Discovery Condition 10. In the Group pane, click [Start Device Discovery] from the device
Settings and click [OK].
o group menu.

Device Discovery Condition Mame Default Discovery Setting

Description Default Discovery is Local Broadcast Search

lz”z‘ Login Account Name : admin
— IP Address Setting

P— l=lel | &
[ Specific IP Address Search

Group ‘ [ ] Top Group = " 4 001Device = ‘
[TIIP Range Search

[¥Local Broadcast Search i pen e @%

Master Device Group
[CIBroadeast Search =

¥ 001Device
— SHMP Settings Start Device Discovery
® MNPyl

Update Device Information e
Credential Set l:m =] Setlings » ]
GET Community : public Export Device Counter »
) SNMPY3 Impert Device Information
Cradential Set : |: Export Device Information
Context Narme

Paste Device(s)
User Name Delete
Authentication Algorithm : = .
Authentication Key - = =] Properiies
Privacy Algorithm :

il
Privacy Kay @ =

| Registered Devices H Device Log ”E

| ok ||cancel| Trial Discovery |
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GROUP MANAGEMENT

11. Alist of new devices is displayed.

Place the check mark next to the desired devices and select [Register] from
The devices found by the discovery are displayed in the [Device

the menu. The registered devices will be displayed in the [Registered
Discovery] tab. Devices] tab.

Elz‘ Login Account NaF‘Fﬁ‘r% EE Login Account Name : admin
al=lpl| B

=& =
Group ||:|Tup Group % H 1001 Device 7] mmm |%§[§L = H HDUWDEV\EE = |
= [ Top Group - E%

Group
I Master Device Group - @%

= [ | Top Graup
‘ Registered Devices H Device Log “ Group Information I‘ Device Discol
[l | Registered Devices ” Device Log ” Group Information “ Device Disy
001 Device
@ |P Address
Device Group : n

=
= Register
. Discawery Cong [

7 Master Device Group

Delete fram List

[¥] Register device

" = |P Address
Device Group © 001Device n
| Discover|

' Discovery Co

Discovered Devices

Device Status * Model Name

Register devi
@ Online [Auta Power Shut-Off] ¥ SHARP MX-40500

@ Online

|D|scuver‘

T SHARP MA-C301W

Discovered Devices

Device Status * Model Name

@ Online [Auto Pawer Shut-Off] % SHARP MX-4050N
@ Online

T SHARP M-CI0TW

You can discover and register the devices by clicking the
@ [Discover] button in the [Device Discovery] tab. For more
information, refer to “Device Discovery”.
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GROUP MANAGEMENT

Group Menu Items

If you click on a [Group] tab menu “=P which is just below the [Group] tab, depending on the selected group type various menu items will be displayed as described

below.
- Settings: This allows you to configure the status settings and also you

can view the available filter list.

Using “Status Settings”, you can change the display conditions for
status icons. For more information, refer to “Changing the conditions

B Menu items for groups

Login Account Name : admin

E@ %E for icon display”.

| il Top Geoup 18 | Filter List screen allows you to view, create and edit the filters. For more
= L | Top Group T @Eﬁ information, refer to “Creating filters”.
- Export Device Counter: You can save/export the counter data of all

1 Master Device Group Update Device Information
= 001Device =] Setiings the devices in the group as an XML file.
Export Device Counter - Create: Click to make a new authority group or device group. For more

= E?“?ate information, refer to “Creating groups”.
e - Delete: Click to delete a group that is selected. For more information,

|=| Properties
—n || 0K refer to “Deleting groups”
Note: If "Top Group" is selected; this option will be disabled.

Group

— Start Device Discovery: Starts device discovery operation based on
v yop - Properties: Click to edit the group name.

discovery configurations available in all device groups under this
selected group. For more information about discovery configuration

and discovery feature refer to “Device Discovery”.
- Update Device Information: Click to start updating information for all

devices belonging to the group.
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GROUP MANAGEMENT

B Menu items for device groups

Export Device Counter: You can export the counter data of all devices
| 4 ][4 | Login Account Name : admin in the group as an XML file

dl=lel | &S
Group | [ | Top Group & ” i Master Device Grou
S - device information which is exported from a different SRDM instance as
Bl SRR P

= Master Device Group an xml format.
Start Device Discovery 2log || Grouj

£ 001Device Update Device Information Export Device Information: Using this option, you can export the

=) Setings ’ : device information as an xml format.
Export Device Counter » -Dewc.( ; . . .
S . aTol Paste Device(s): This option allows you to copy the devices from other

Export Device Information @ on device group to this selected device group.
Paste Device(s)
D:ete P @ On Delete: Click to delete a group that is selected. For more information,

_.iq Properties refer to “Deleting groups”.
i

Import Device Information: Using this option, you can import the

Properties: Click to edit the group name.

- Start Device Discovery: Starts device discovery operation based on
discovery configuration. For more information about discovery
configuration and discovery feature refer to “Device Discovery”

- Update Device Information: Click to start updating information for all
devices belonging to the group.

- Settings: This allows you to configure the below items

» Device Discovery: You can configure discovery condition. For
more information, refer to “Device Discovery”
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EROUP MANAGEMENT

Editing groups Restoring deleted groups

You can edit group settings by following the procedure below. Groups which have been deleted are transferred to the Group Trash Can.
1. In the Group pane, click the “~” button for the group to be edited. You can restore a group that has been deleted, by following the procedure
2. Click [Properties]. below.
1. Click on the [Sub Group List] tab of the currently-selected group.
2. Click the [Sub Group List] tab menu =,
Deleting groups 3. Click [Group Trash Can].
4

You can delete groups by following any of the procedures below. Select the group(s) to be restored and then click the [Restore]
From Group Pane: button.

3. Edit the group name on the Properties dialog box.

In the Group pane, click the “+” button for the group you wish to EE Login Account Name : admin
delete. Halel | BFE
Click [Delete]. Gm;"-r . | [ |Top Group = |
op Group Py ey
Click the [Yes] button in the confirmation dialog box. EI@%

| Registered Devices || Device Log || Sub Gr
\"EI Properties
In the [Sub Group List] tab of the Group, select the groups you wish Di b ’f_“e

{ Delete
to delete. Di Group Trash Can svice Group

Click the [Sub Group List] tab menu «[=p, _ [0 & DeviceG... 001Device

From Sub Group List:

Click [Delete].

You can permanently delete a group by deleting it from the
“Top Group” cannot be deleted. Group Trash Can. Note that groups which have been
permanently deleted cannot be restored.
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Mccoum MANAGEMENT

When using SRDM, an account is required in order to log into the SRDM server. In SRDM, a variety of different permissions are assigned to each account, and this
allows you to manage accounts so that depending on the purpose of an account, only the functions which are applicable to that account can be used.

Accounts which have account management permissions can be accessed from the "SRDM (Account Management)" page, and they can be used to carry out
account management functions.

Accounts and roles

Users of SRDM can utilize the accounts which have been assigned to them in order to log into the SRDM server and to utilize the functions of SRDM.
Accounts always have one set of permissions corresponding to the purpose of the account. In SRDM, this "set of permissions" is referred to as a "role".
Roles which do not have any permissions are viewing roles. Accounts which have viewing roles can only use viewing functions.

Default accounts and default roles
SRDM has two default types of account and two default types of role available. The default accounts and default roles are as follows.

Account name Role name Purpose
admin admin role Administrator account with an administrator role
user user role Viewing user account with a viewing role

Account Management Creating accounts

You can create a new account by following the procedure below.

Account List] tab =]
[ unt List] 1. Click the menu button Iﬂ, and then select [Create].

SHARP

Sharp Remote Device Manager |E| Lugin Account Name : admin

[ T— Seinge] o] Coama)
:

[ Account List | Role List || Operation Log.
E | Account List || Ruole List || Operation Log |
[ User Name e Operation

adrmin in rmal HEe
[ user user ole rmal = e

= Create

Delet
[ i Faole Mame

Total Account(s): 2 [¥] Selected Accouni(s): 0

Release Account Lock
adrnin admin role

You can use the [Account List] tab to carry out tasks such as creating, editing
and deleting accounts and unlocking locked accounts. O user user role
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E ’ ACCOUNT MANAGEMENT

2. Enter the necessary details.

Create Account

User Mame

Pasgword

Confirm Passward

Target Role

Language Settings |Eng|ish(EngI\sh)
Date and Time Format |MMfddIyyyy HH:rmm:ss
Tirne Zone © Auto (GMT-+H12:00)

| Change Time Zone

| ok ||Cancel|

User Name: The name of this account

Password: The password to be used for logging into SRDM using this
account

Target role: The role needed for this account

Language Setting: The language setting to use for this account

Date And Time Format: The format for the date and time to be used for
this account

Time Zone: The time zone to be used for this account
3. Click the [OK] button.

Editing accounts

You can edit accounts which have already been created by following the
procedure below.

1. Click the account edit button " []".

|| Login Account Name : adrmin

[Logout|

| Account List | Role List | Operation Log

[ User Name

admin

[ user

2. Edit the details, and then click the [OK] button.

Note: You cannot change the user name or role of an account which is
currently logged in.

Properties

User Marne : |user1

Paszsword | |Change Passward |

Target Role : |user role

Language Settings : |Emg\ish(Eninsh)

Date and Time Format : |MMIddIyyyy HH:mm:ss

Tirme Zone : Auto (GMT+HI9:00) | Change Time Zone |

| oK ||Cancel|

Deleting accounts

You can delete accounts which have already been created by following either
of the procedures below.

B Deleting from the menu button @

1. Select the check box of the account to be deleted.

Note: You can delete multiple accounts at the same time by selecting
more than one check box. However, you cannot select or delete
accounts which are currently logged in.

2. Click the menu button " = ", and then select [Delete].

IZ‘ Login Account Name : admin

| Account List || Role List || Operation Log |

Create

Delete
Release Account Lock
adrmin

user

Role Mame

admin role

user role

3. Click the [Yes] button in the confirmation dialog box.
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B Deleting using the delete button " D

Account information notifications via e-mail
You can send an e-mail messages containing information on accounts which

Account it List Role List | Operation Log

Click the delete button " @ of the account to be deleted.

[ User Name

Gt s . 1. Click the e-mail notification button " 1" of the account to send
ez information for.

2. Click the [Yes] button in the confirmation dialog box. SEESEE

Note: When deleting using the delete button, you cannot delete G o

multiple accounts at the same time. £ s amo

admin admin role

[ user user role

Unlocking accounts

If you make an error logging into the same account five times in a row, the T
account will be temporarily locked, and logging into that account will not be

possible for 30 minutes. This is called "account locking". When an account
has been locked, "Account status" in the [Account List] tab shows "Locked".
You can unlock an account by following the procedure below.

2. Enter the required information.

Subject © [SROM] Account Information

Laogin P URL(s) :
1. Select the check box of the account to be unlocked. oy hnpg,?********;auasmﬁebw
Note: You can unlock multiple accounts at the same time by selecting T e L

User Narne : adrmin

more than one check box. Password :

Contact

2. Click the menu button E and select [Unlock Account].

| oK ||Cancel|
IE‘ Login Account Name : admin

| Account List || Role List || Operation Log |

To: E-mail address send the e-mail to
Cc: E-mail address to send a copy of the e-mail to
Bcc: E-mail address to send a blind copy of the e-mail to
Bl ——— Subject: Subject of the e-mail
Release Account Lock

Tt adrmin role Body: Main body text of the e-mail message. The password and
contact are blank by default, so you should edit them as necessary.
user user rale

3. Click the [OK] button.
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[Role List] tab

2. Enter the role name and description, and then click the check boxes to
I Losin Account arme : sdin [Sefings =] etn =] Loamal select the permissions to assign to that role.
| Account List | Role List | Operation Lag

Rale Name *

Note: For details on permissions, refer to "Permission details".
Description
admin role

Cperation
For Administrator accaunt.
user role

Create Role
B o

For User account. (view Only)

“e

You can use the [Role List] tab to create, edit and delete roles.

Description :

Creating roles

v Permission List
=2 All
. =[] Admin Features
You can create new roles by following the procedure below. Gl MEREE
r= System Management
Click the menu button "/ =", and then select [Create]. File Distribution

Security Dashboard
Device Cloning
E‘ Login Account Name : admin

Power Management
i)

B [[] Account Features
Account Management
| Account List || Rale List || Operation Log

Create

Delete

| oK ||Cancel|

admin role

user role

3. Click the [OK] button.

Note: If you click the [Yes] button in the confirmation dialog box which is
displayed, you can then create a new account. For details on
creating new accounts, refer to "Creating accounts".

Editing roles

You can edit roles which have already been created by following the
procedure below.

Click the account editing button " [#.

|« Login Account Name : admin [Settings ~|[Help +|[Logout|
| Account List | Rols List | Operation Log
=

Role Name *

Description
admin role

Operation
[y
e

For Administrator account.
userrole

For User account (view Orly)
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2. Edit the items, and then click the [OK] button.
Note: You cannot change the role of an account which is currently logged in.

Properties

Fole Mame : user role

Description © For User account. (Wie...

3. Click the [Yes] button in the confirmation dialog box.

B Deleting using the delete button " @

Click the delete button " @ of the role to be deleted.

~ Permission List

= [ Al
=[] Admin Features
[] Graup Managemeant
[] System Managernent
[[] File Distribution

|« Login Account Name : adrmin

| Account List | Role List | Operation Log

[Settings -] [Help -/ [Logout

[ Role Name *

admin role

Description
For Administrator account.

For User account (view Only)

Operation
v o
“e

[[] Security Dashboard [ userrole
[] Device Cloning

] Powrer Managerent
=[] Account Features
[] Account Management

2. Click the [Yes] button in the confirmation dialog box.
Note: When deleting using the delete button, you cannot delete multiple
roles at the same time.

[ ok |[caneel] If you delete a role which is currently assigned to an account, the
corresponding account will no longer have any role assigned to it,

and will become a viewing account only.

Deleting roles
You can delete roles which have already been created by following either of

th dures below. i
e procedures below [Operation log] tab

B Deleting from the menu button |:| SHARP

Sharp Remote Device Manager

|~ | Login Account Name : admin

1. Select the check box of the role to be deleted.
Note: You can delete multiple roles at the same time by selecting more umum\

than one check box. E :
Type Date and Time + User Name. Operation Result Code

[Setings -] [Help -/ Logout

Click the menu button "Iél", and then select [Delete].

P O Infarmation
P O Infarmation
P O Infarmation

P O Infarmation

120172016 12:43:43 admin Login 0000
120172016 12:47:52 admin Login 0000
120172016 16:31:45 admin Login 0000

120172016 16:32:22 admin Edit Role 0000

A Lot emctio samnaE amanaT " it ote ooon

You can use the [Operation log] tab for tasks such as checking operation logs
for account-related operations such as creating, editing and deleting accounts
and roles, and unlocking accounts, and also for exporting files in XML format.

IZI Login Account Name : admin

| Account List ” Role List " Operation Loy

Create
Delete

admin role

user role
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LDEVICEISYSTEM TAB

If you click on a group in the group tree, a [Group] tab will be displayed.
The device/system tabs are displayed in the [Device/System] tab area. To perform operations like device discovery, refer to “DEVICE MANAGEMENT”.

1 @ @

4) (5

(6)

(7)

SHARP

Sharp Remote Device Manags

4 |~ Legin Account Hame : admn

Growp
= |, [Top Geoup

& [ Muster Device Group

& RI001Dwvce

+[=le

Registerad Duvces

O Settings = lelp = Logout

Dwice Log | Seb Group

ry | Counter History | Operation Leg

—®

Eikse 28 Dovces

Communicatien Stabus

Daice Stabas *

Maodel Nama

P Addrass

Location  Sarial Nomber

Dovics Oporstin |

[
=24

A Tonar Low
@ Oriane

8 SHARP MCEISIFN
B SHARS WI-IB50FN

=
SEEE

S |

SEEE

=l O

Total Devico(s) 3 7] Sehctad Duovice(s): 0 “r Filtored Davicesy 0 € Emuefs) 0 £J Waening{s): 1 Mo Response{s) Ol

(9)

(5) [Device Discovery] tab
This displays new devices that have been found during device
discovery operation. Furthermore, you can specify the search
conditions and execute the device discovery on this tab.

(6) [Counter History] tab
This displays a counter history graph of all the devices together for
each group.

(7) [Operation Log] tab
This shows the operation logs for all devices belonging to the group.

(8) Filter box
This lets you use and create filters to display devices based on the
defined criteria in the selected filter.

—(10)

[Group] tab

(9) Column header
You can click on column header to sort the items in the device list in
ascending or descending order. By right-clicking on a column header,
you can carry out operations such as selecting the columns to be
displayed, setting the sorting method and using simple filters.

(1) [Registered Devices] tab
Devices that belong to the group selected in group pane are displayed.

(2) [Device Log] tab
Logs of all devices that belong to the group are displayed in the tab.

(3) [Sub Group List] tab
If the group has sub-groups, the sub-groups are displayed in the tab.

(10) Status bar
This displays information such as the total number of devices, the

4) [G nf tion] tab number of selected devices, and number of filtered devices and so on.
roup Information] ta

This displays summary of all the devices information belong to the
group.
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(1) (12)  (13) (14) [Group] tab menu “=/"
Click to display the [Group] tab menu. Available menu items differ
B

EE Login Account Name : admin based on the selected group type.

E‘@ (Refer to “Group menu items”)
Group | [ Tap p X (15) [Device Discovery] buttons «7 and “7a”

L, Top Group E! R Click to start or stop the search for devices.
75 Master Device Group (16) [Device Information Update] buttons «l» ang «@l
Click to start or stop the updating of information for all devices

EI belonging to the group.

[ Comrunication Status (17) [SRDM (Advanced Features)] button «[ @l
' Open the SRDM (Advanced Features) window. You can use security
setting management functions, power management functions and
cloning functions in the “Advanced Features” window. For more

information about the advanced features, refer to “ADVANCED
(Refer to “Display Option buttons”.) FEATURES’”.

| Registered Devices || Device Log |
=001 Device

(11) [Window view] button “=”
This button lets you switch the group display to window display.

(12) [Tab view] button " (18) [SRDM (File Distribution)] button /=
This button lets you switch the group display to tab display. Open the SRDM (File Distribution) window. The “file distribution”
(Refer to “Display Option buttons”.) feature allows you to share files such as MFP drivers with other SRDM
users as a ZIP file. For more information about the advanced features,
refer to “FILE DISTRIBUTION FEATURE”

(19) [Switch To Window] button “—
This button lets you switch the group/device tab which is currently
displayed to window view display.

(13) [Tile view] button L=
This button lets you switch the group display to tile display.
(Refer to “Display Option buttons”.)
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[Registered Devices] tab

If you click on the [Registered Devices] tab, registered devices will be displayed in a list.

Elz‘ Login Account Name : admin

tlsllel | BEE

Group | [ Top Group ® |

= |y | Top Groupg IEI%

™ Master Device Group

| Registered Devices || Device Log

=l

|l oy g ] e e g ] ]

1001 Device

(1) [Toggle Display] button “/: »
This button lets you switch between list display and icon display as
shown below.

List display Icon display

[Registered Devices] tab menu «[ =
If you click on the [Registered Devices] tab menu, the following menu
items will be displayed.
- Update Device Information: Updates the information for all/selected
devices by fetching latest information from the devices

- Delete Device: Removes the selected devices from the list and
moves them to the Device Trash Can. This also removes the
devices from device search conditions based on selection.

- Device Trash Can: Opens the Device Trash Can window with list of
deleted devices.

Status Description

Device information which is displayed in gray indicates devices which are
not responding for communication.

- “&#” icon: Indicates that the status is normal.
- &b icon: Indicates that a warning status exists.

- “&¥ icon: Indicates that an error status exists.

Icons displayed in front of model names

Icons such as “®” are device status icons which are displayed at the
bottom-left of the device name. If the status is normal like online, only the
device icon “* " is displayed without any error or warning status.

In addition, devices with a lock icon such as «Th displayed at the bottom-
right are Data Security Kit (DSK) models.

Device operation
~- P button: Updates the device status
“[u putton: Opens the device web page
button: Opens the device remote operation panel

“@” button: Removes the device from the list and move it to Device
Trash Can.
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If the “Communication Error(XXXX)” is appeared in the

@ “Communication Status” column, some error might be occurred for
communication between the SRDM and the device. For more
information, refer to “TROUBLESHOOTING”.
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“ DEVICE/SYSTEM TAB
[Device Log] tab [Sub Group List] tab

The status logs for all registered devices to the group are displayed in the The information about the sub groups which are created under the selected
[Device Log] tab. group is available in Sub Group List. The available information includes group

(] LosinAocount Home - irin [setings <] fip ] fogm types, group names and group paths.
[xl=lel o

- = . |4 ||« Login Account Hame : agmin [ Settings ~| [Help | Lagout
[rl=lel | &
"

Group | £ Top Group = |
| Top Group ~ E%
Diate and Time ™ evice Status Model Name

| Registered Devices | Devies Log | Sub Group List | Group Information | Device Discovery | Counter History | Operation Log |
12/15/2016 14:07:22 % SHARP MX-3B50FN = —

istered Devices | Device Log | Sub Group List | Group Information || Device Discovery y || Counter History | Operation Log |

12152016 14:07:20 7 SHARP MX-MEBEFN SR S M MBBEFN ;‘

] Group Type Group Name Group Path [smmgs
12/15/2016 14:07:17 5 SHARP MX-E141FN
7 Davice Gy Master Device G Top G Settings
12072015 10:2359 a ) SHARP MX3850FN £ 3 Davice Group et b St
1200772016 10:23:57 @ Online 7 SHARP MX-MEBSFN 2= MYCMBBEFN [] ™ Device Group 001Device Top Group

The device log contains information of all the devices available in the group The [Settings] button for device groups allows you to edit device discovery
such as communication status, device status, model name, |P address, serial settings and rename the group.

number, name and location. Whenever updating of information is performed,

a new entry will be created for each device. B [Sub Group List] tab menu “=p

The device log can be exported as a XML file. :yolu C“Zk on the [Sub Group List] tab menu =l , the following menu will be
isplayed.

m [Device Log] tab menu =] - Create (Group, Device Group): You can create device groups under the

selected group.
If you click on the [Device Log] tab menu E‘ the following menu items

will be displayed. Delete: Deletes the selected group.

1. XML File Output: Exports/saves all the device log data as an xml file. Grc?up Trash Can: Displays list of the groups under the selected group
which were deleted before.

2. Delete All Device Logs: Deletes all the device log data. Properties: You can edit the group name.

@ Note that the deleted log data cannot be restored.
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[Group Information] tab

Information such as total counter information, number of devices by model and number of devices by device status and number of devices by service code is
displayed in the [Group Information] tab.

Egmmm - [Setings -] [lp - Logou e Number of devices having same device status

Group \ [ ] Top Group ® \

o L e - EzcRER - Communication Error Devices

| Registered Devices | Device Log || Sub Graup List | Group Infurmation | Device Discovery || Caunter History | Gperation Lag |

Printer Error Devices

v Device(s)

P ——— Printer Error [Account Limit] Devices

Nurnbier of Sharp Devices by Model

Overdue Service Maintenance Devices

v Counter

s e Paper Jam Devices

Color Impression Count: 75133

v Device Status

Marker Supply Missing Devices

Printer Error Devices:

Printer Eror [Account Limi] Devices: Toner E m pty DevlceS

Overdue Service Maintenance Devices:

Paper Empty Devices
- Information displayed in [Group Information] tab Offline Status Devices

The following information is displayed in the [Group Information] tab. Printer Warning Devices

¢ Number of devices in the group Toner Low Devices

- Number Of Devices Registered To Group Paper Low Devices

“Near to Overdue Service Maintenance” Warning Devices
Online [Auto Power Shut-Off] Devices

- Number Of Sharp Devices By Model

o Total counter data of all devices in the group

Warm Up Devices
- Total Impression Count

Online Status Devices
- B/W Impression Count

- Color Impression Count
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o Number of devices having same service code

- Number of devices having “TA” service code

- Number of devices having “CA” service code

- Number of devices having “AA” service code
Number of devices having “TK1” service code
Number of devices having “TK2” service code
Number of devices having “FK1” service code
Number of devices having “FK2” service code
Number of devices having “FK3” service code

Number of devices having error codes
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[Device Discovery] tab

Devices which are found during device discovery (refer to “Device Discovery”)
are displayed in the [Device Discovery] tab.

<]/ Lagin Accaunt ame : adnin
Hl=le] | =
Group. [ Top Group =

& Lu]Top Group SRR

[] [settings ~/Help +/[Logout

® 3 Master Device Group
[ Registered Devices | Device Log | Sub Graup List | Group Infarmation | Device Discavery | Counter Histary || Operation Log |

@ B001Devce —

EE

© IP Address. (7] |SNMP Settings
Device Group : Master Device Group | v =

Discavere d Devices

£ Device Status ™

i | 0 @ oniie T SHARP MX-C30TW
(] @ Orniine % SHARP MX36100S
1 @ Online [Auto Power Shut.0f] ) SHARP MYADSON

Total Device(s): 3 [V] Selected Device(s): 0 7 Filtered Device(s):0 € Eror(s) 0 £) Waming(s): 0

To manage the devices, you need to register the discovered devices. After
registration the devices will be moved to [Registered Devices] tab.

* In order to manage the devices which have been found during
device discovery, you must register the devices.

* |If you use the [Discover] button to discover the devices,
registering devices depends on the state of the “Register
device(s) automatically” check box. For more information, refer to
“Device Discovery”.

B [Device Discovery] tab menu “="

If you click on the [Device Discovery] tab menu E‘J the following menu
will be displayed.

1. Register: Registers the selected discovered devices. After registration
these devices will be moved to the [Registered Devices] tab.

2. Delete From List: Deletes the discovered devices from the list.

[Counter History] tab

The [Counter History] tab allows you to view the total counter history of all
devices registered to the group in a graphical format.

You can select time period from the drop down menu. Using the check boxes
on the upper right of the graph allows you to select the counter types.
Following is a list of the available options.

Period:
- Past 1 Day, Past 1 Month, Past 1 Year

Counter Types:
- Copy, Print, Internet Fax, Fax Receive, Document Filing, Others

* This graph is created by using the data that has been acquired
according to the Scheduled Action > Device Information Update. In
order to capture counter data, Scheduled Action needs to be
enabled. For more information, refer to “Setting scheduled actions”.

* If the acquisition of data was not performed during a particular
interval, "No Data" will be displayed in the graph for that particular
interval.

¢ In order to display this graph, "Schedule Log Delete" must be set to
a setting other than "Latest one Log".
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[Operation Log] tab

The operation log contains all SRDM system operation logs performed in this
group. The log information includes who logged on and what options are
changed, what operations are performed. The log information also displays
the result of the operation and the time of the event.

EELuginAccuumNaF”f‘rlu‘ [ Settings +/ | Help ~||Logout|
tl=lle] | BE

Group \ [ Top Group %@ \

= [, |Top Graup - @ %

™ Master Device Group -

| Registersd Devioss | Deviss Log || Sub Group List | Group Information | Device Dissovery | Counter History | Operation Log

001 Davice &

~ Aditional Information 1 Additional Inforration 2
Type Date and Time User Name  Operation e e - Result
Onformation 120152016 13:68:44  admin Create Device Group Created Device Group ID 6 - e Succeeded
Onformation 120152016 13:58:03  admin Group Remove (to Trash)  Delete Group ID 5 - - Succeeded

@infarmation 12115/2016 13:67:26  admin Create Device Group Created Device Group 1D 5 5 2 Succeeded

@lnformation 121572016 13:53.57  admin Group Remove (to Trash)  Delete Group ID 3 - # Succeeded

B [Operation Log] tab menu “="
If you click on the [Operation log] tab menu E‘ the following menu will be displayed.

1. XML File Output: Exports/saves all the SRDM operations log data as an xml file.
2. Delete All Operation Logs: Deletes all the log data.
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[Display Option] buttons

You can switch the group display option to windows, tabs, and tile display by clicking on the display option buttons “Switch To Window % “Switch To Tab | and

“Switch To Tile

SHARP

<[] Login Account Name : admin

EH=e

Sharp Remote Device Manager

Group.
] Top Group
© MMaster Deice Group
© FH001Device -

1 Top Group
| 2 Master Device Group

(3] setings -/ [Help | Logout

||| E001Device
| EzewEE

[ Registered Dovices | Devce Log | Group normtion [ Device Discovery || ourter Hisory | Operation Log

Filter Al Devices -

A Torer Low 0 sHARP M514. SERNERS
@ Online 7 SHARP Mx385.  SEANERS
@ Online 3 SHARP MXMSE.. SZRSZRS

Total Device(s): 3 (V] Selected Device(s) 0 % Fittered Device(s): 0 € Enor(s) 0

Window display

mmunication Sta... Device Status *  Madel Name P Adiress Location Serial Number Day

S

& Warming(s): 1

O

SHARP

Sharp Remote Device Manager

4 LoginAccouncame - 5
i I |

Group, [ I Top Group

[BE[]

M Master Device Group [BE[]

TS| )

R — - | [ElelcsiE=

Elelclslal™

@ [Meste Dovce Grovp +
© BoviDerice -

[EE]

Regitersd Devices | Davice Log | Sub Group List | Group nformat «| | = |

Filter - |All Devices v

Regatered Deices | Davice Log | Group informaton | Device Dise! <] » | ~

Fiter : | All Devicas 5

Communication Status
0ok
[ ok
0K

Davice Status * Mogel Name
£ Toner Low 3 SHARP WSt

© Online 7 SHARP M35
@ Online 3 SHARP MM,

ommunication Status Device Status * Model Name
0 ok £ Toner Low 3 SHARP MKSHTFN
B ok @ Online 7 SHARP MK3650FN
oK © onine 1 SHARP MICNEESFN

Tots Devics(): 3 (] Seectad Devcs(

Tots Devics(): 3 (] Selcted Davics(

lela®

[

jsterad Devices || Daice Log | Group Information | Device Disc «

Filter - [All Devices 5

[7] Communication Sta.

Davice Status Madel Name P

No

Tile display

SHARP

Sharp Remote Device Manager

(3] Login Aced

Group
. Top Group -
4 T Mastar Daveo Group

@ T001Device

" Top Group % | 3 Master Device Graup % | 001Device % |
EsllvES
[ Registered Devices | Devce Log || Sub Groun List || Group nformation | Device Discovery | Counter Hisory | Operaton Log
=
[C] Commurication Status  Device Status * Model Name. 1P Adress
1 ok & TonerLow B SHARP MKEUIFN SRS
B ok @ onine 3 SHARE MO SRS
o ok © orine T SHARP MCMEBSEN  SRSZRS

Tab display

(B [Sstings.o) Flp =] (ogowt)

Fitr : [All Devices v

Location  Serial Number  Device Operation
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lDEVICE DETAILS

By clicking on a device in the registered devices list, a tab for the selected device will be opened. The device tab is displayed in the [Device/System] tab area. (Refer
to “BASIC SRDM OPERATIONS”.)

(1) (2 (|3) 4 (f|3) (6) @ @® (9) (10) (11)

[4 ]|« Login Account Nar : admin —]ﬂ
Hi=lel | =3

Group [ LI cpun | | JB srare mxgesorn s |

5 [u|Top Group LSS

™ Master Device Group

‘ Device Status H Device Information | Device log |  SNMPSetings |  CounterHistory | Operation Log
@ T2 001Device

+ Device Properties

Serial Number:| SZRSZRS

Name:

Model Name: | SHARP MX-3850FN

Location:

Device Status: @& Online

Impression Count: 62985

IP Address:| ST

Subnet Mask: | 265.255.254.0

HARP MX-3650FN

i ery Time: 12/02/2016 17:33:46

v Device Status

Device Status

Online

v Input Tray Information

Tray Name edlia Name Media Size Capacity
Bypass Tray inknown Others 100 Sheets

lE) Tray 1 11.63 % B8.27 inches 600 Shests
¥
B Tray 2 11.63 x 16.54 inches 600 Shests

11 Tra 1169 inche: 1350 Shest

[Device Information Update] button «[ Tl
This updates the device information.

[Device Web Page] button oo
This opens the device’s web page in a new browser tab.

[Remote Operation] button EEE
This opens a remote operation panel in a new window. For more
information, refer to “Accessing a device operation panel remotely”.

[Switch To Window] button i
This button lets you switch the device tab to window display.

[Device Status] tab
This displays detailed information relating to the device status, such
as device properties, input tray information, toner information, error

codes and maintenance codes . For more information, refer to
“IDevice Details] tab”.

[Device Information] tab

This displays detailed information about the device operating status
and settings, such as number of pages printed by the device, number
of pages transmitted by the device and print settings. For more
information, refer to “[Device Information] tab”.

[Device Log] tab
This displays the status log for the device. For more information, refer
to “[Device Log] tab”.

[SNMP Settings] tab
This displays the SNMP settings of the device. For more information,
refer to “[SNMP Settings] tab”.

[Counter History] tab
This displays counter history graph of the selected device. For more
information, refer to “[Counter History] tab”.

[Operation Log] tab
This displays the operation log for the device. For more information,
refer to “[Operation Log] tab”.

Tab Menu button “="

This displays the tab menu. For more information, refer to the
respective details menus in the Device Status_tab, [Device
Information] tab, [SNMP Setting] tab and [Operation Log] tab.
Furthermore, this is not displayed when the [Counter History] tab is
selected.

For more information, refer to further pages of this document.
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“ DEVICE DETAILS
[Device Status] tab

In the [Device Status] tab, you can check detailed information relating to the device such as device properties and status, input tray status, toner status, error codes

and maintenance codes.

(RN Losin Account o i [Setings - oty = Logou Input Tray Information: Status of all the available input trays and media

el Bl . .
Group | ) Top Group 5 || 8 SHARP M-3650FN & | |nformat|on .
=, | Top Group - @%

5 Master Device Group

e B I T A T T T e i Toner Status: Status of all the toners.

|=| Device Stats Update : 12/152015 14:7:22

v Device Properties

= Error Code: Error code if occurred in the device.

0 Maintenance Code: Maintenance code if occurred in the device.
" e S

¢ |f you would like to check the most up-to-date information, carry
e o250 535 out a device information update.

@ * It may not be possible to obtain detailed information from devices
from other manufacturers and older Sharp devices. If the

Tray Mame Media Name Media Size Status Capacity

corresponding information cannot be obtained, “#N/A” will be

g Tray 1 AL 1189 % 8.27 inches 67% 600 Shests

18 Tray 2 A3 1169 x 1654 inches 100% B00 Sheets displayed_

11T A 1153 inchy Erant: 1350 Sheet:

+ Input Tray Information

B Information displayed in [Device Status] tab B [Device Status] tab menu “=/”

The following information is displayed for the selected device. If you click on the [Device Status] tab menu E the following menu will be
displayed.

- Date and time of last communication received by SRDM from the

device for tasks such as status updates or information updates. - Device Web Page: Displays device web page in a separate browser

- Device Properties: Device image, serial number, name, model name, window.

location, device status, impression count, IP address, subnet mask, - Remote Operation: Displays device operation panel in a separate
gateway, MAC address, description and discovery time. browser window.

- Device Status: All the current statuses of the device are displayed (Ex:
Paper Jam, Toner Low, Overdue Service Maintenance).
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[Device Information] tab

You can use the [Device Information] tab to check detailed information about the device operating status and settings, such as number of pages printed by the

device, number of pages transmitted by the device and print settings.

us | Device Information | Devicelog |  SNMP Setings | CounterHiistory |  Operation Log
nformation Update : 12/15/2016 14.07.22

Total Black-White
62489 13881
337 1638
59119 12230
0 wlia
6 6
g 20
[

Black-White
Total ]
Scan Send i
Intemet Fax Send wlia

Fax Send ]

Scanto HDD A

v Print Setting Information

Setings Value

Default Input Tray Auto Select

B Information displayed in [Device Information] tab

The following information is displayed in the [Device Information] tab.

- Device Information Update: The date and time when SRDM last
accessed the device to carry out tasks such as discovery or information
updating
Device Usage (Output): Information for the print counter
Device Usage (Send): Information for the page transmission counter

Print Setting Information: List of default print settings

* If you would like to check the latest information, carry out a device
information update.

* It may not be possible to obtain detailed information from devices
from other manufacturers and older Sharp devices. If the
corresponding information cannot be obtained, "#N/A" will be
displayed.

B [Device Information] tab menu =k

If you click on the [Device Information] tab menu @ the following menu will
be displayed.

- Device Information Update: Gets the latest information from the device.

- Device Web Page: Displays the web page for the device in a separate
window.
Remote Operation: Displays the operation panel for the device in a
separate window.
Export Device Counter: Saves the counter data for the device as an
XML file.
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[Device Log] tab

SHMP Settings

The status log for the device is displayed in the [Device Log] tab.

-
[ S]] Login Account Name  admin [Senings ] [Hotp =] [Logans) ® SHMPYT
llie] S 0 Credential Set
Group | ] Top Group = “ B SHARP M¥3850FN % \
= [ |Top Group
™ Master Device Group

® GET Community

Devioe Information | Device Log | SNMP Settings | Counter History | OperationLog |
@ 001 Device

® Credential Set
Device Status Model Name IP Address lame U N | |
12115201, OK @ Orline 7 SHARP Mx-365.. SEENRE SElivane

12/07/201... OK @ Paper Empty ] SHARP MX-365. . SNZNS

Context Marme : | |

O suthentication Key

Authentication Algorithm : |WMDS

Authentication Key : | |

m [Device Log] tab menu “="

If you click on the [Device Log] tab menu E‘ the following menu will be O Privacy Key
displayed. Privacy Algorithm - DES

Privacy ey : |

— XML File Output: Exports/saves all the device log data as an xml file.

- Delete All Device Logs: Deletes all the device log data. [ oKk | [cancel|

[SNMP Settings] tab

SNMP settings information like SNMP version and credentials which were * For a successful communication with device using SNMP
used while performing the discovery or recent device information update protocol, the SNMP settings in SRDM must be configured in
operation on the device is displayed. @ accordance with the network settings for the device.

* To modify the SNMP settings for multiple devices at once in
B [SNMP Settings] tab menu =] SRDM, refer to “Managing SNMP settings”.

If you click on the [SNMP Settings] tab menu El’ the following menu will be
displayed.

SNMP Settings: You can change the SNMP settings for a registered device
using this option. Once updated, these latest credentials will be used by
SRDM for further operations on the device like “Schedule Setting” and
“Device Information Update”.

CONTENTS




EEVICE DETAILS

[Counter History] tab

The counter history graph of the device is available under the [Counter History] tab.

B Counter history graph Sl e o = o

This displays the counter history of the selected device in a graph format. I T
Each bar in the graph indicates the number of pages printed during the = oatonice
time interval indicated in the X-axis.
You can specify any time duration and interval, however the number of B ——
data points which are to be shown in the graph should not exceed 40.

Using the check boxes in the upper right of the graph allows you to select e e memen

the counter types. Below are the list of counter types available to select. ot i 12/45/2010 10143 42/46/ 201040142 e )
Counter Types:

Device Lag SNMP Settings. Counter Hi

- Copy

- Print

- Internet Fax
Fax Receive
Document Filing
Other

B [Counter History] tab menu button « This graph is created by using the data that has been acquired
- Default: Resets the time duration and interval to default. The default during the scheduled device information update and manual status
duration is past 1 day from the current time with 1 hour interval. update operations.

- XML File Output: Exports/saves the displayed counter history data as * An error message is displayed if the data points are more than 40
) i.e., the specified time duration is more and interval is less.
an xml file.

¢ If the acquisition of data was not performed during a particular
interval, "No Data" will be displayed in the graph for that particular
interval.

* In order to display this graph, "Schedule Log Delete" must be set to
a setting other than "Latest one Log".
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[Operation Log] tab

Log of operations which are performed in SRDM on the device such as device
status and information updates, editing SNMP settings, delete device (move
to trash can), copy device, move device are displayed in the [Operation Log]
tab.

EELuginAccuunlNa’E"f‘r’m‘ | Settings +/ | Help ~ | Logout|
tl=lel| BT

Group | [ Top Group = H "B SHARP MX-3850FN 0 |

= |, | Top Group @%

T Master Device Group -

|  DeviceStatus |  Device lformation | Devicelog | SNMP Settings | Counter History H Operation Log
) T2001 Device - =

~ Device Properties

v Operation Log

Type Date and Time ™ User Name Operation Result M

Olnformation 12/16/2016 08:08:24 admin Device Remove (to Trash) Succeeded

121512016 15:05:50 admin Copy Device(s) Succeeded

@lnformation 12/16/2016 13:61:43 admin Regictered Succeeded

@information 12/15/2016 12:30:00 admin Schedule Log Delste Succeeded

B [Operation Log] tab menu “="

If you click on the [Operation Log] tab menu |§| the following menu will
be displayed.

1. XML File Output: Exports/saves all the device operation log data as an
xml file.

2. Delete all Operation Logs: Deletes all the device operation log data.
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Device Discovery

You can discover network connected devices by following any of the
procedure given below.

Search using [Menu] button =g
1. Click the [Group] tab menu L=
2. Click [Start Device Discovery].

Discovered devices will be listed in the [Device Discovery] tab. Device
discovery can be performed also by clicking the button.

The " ” icon will be displayed and the button will change to while
the device search is in progress. To stop the device search, click The

default discovery is set to search the local network only. Discovery settings

can be changed to search across the subnet as described below.

Search using [Discover] button
1. Click on the [Device Discovery] tab of the ogged-in group.

2. You can select either the [IP Address] or [Discovery Condition] radio
button.

[IP Address]
a. Select [IP Address] field and enter the IP address to discover the
device.

. By default this discovery option uses default SNMP settings, but if you
want to perform discovery with different SNMP settings, click the
[SNMP Settings] button and select the settings. This settings dialog is
same as the SNMP Settings dialog available in the [SNMP Settings]
tab of the registered device.

[Discovery Condition]
a. You can select discovery conditions from the list of available
[Discovery Condition] for the selected Device Group.

| 4]/« Login Account Name : atmin
[Hli=lel | =6

Group | 1 Top Growp 5 |

& [ | Top Group - E%

3 Master Device Group

| Registered Devices | Device Log | Sub Group List | Group Information | Device Discovery | Counter History |

41001 Device - El

) © IP Address 1 shiy
Device Group : Master Device Group | v

Discovery Condition

Register device(s) automatically

Discaover

|Discovered Devices

3. Click the [Discover] button.

* If the “Register device(s) automatically” check box is checked,
the discovered devices will be registered automatically and the
registered devices will be displayed in [Registered Devices] tab.

* If the “Register device(s) automatically” check box is un-

. checked, then discovered devices will be displayed in the [Device
Discovery] tab > [Discovered Devices] grid.

* |n order to manage the devices you must register the discovered
devices. For more information, refer to “Registering devices to the
Registered Devices List”.
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Setting device discovery conditions

. ) i ) . . Enter Device Search Condition Name, Description, IP Address
You can change the discovery settings of any device group with the following Settings and SNMP Settings and click the [OK] button

steps:
If there are any devices to be excluded from the search conditions,

Click the [Device/System] tab menu “=P of a device group. add their IP addresses to the “Specify Blocked IP Address” and then
Click [Settings] > [Device Discovery]. click the [OK] button.

To create a new search condition, click the [Create Discovery

Condition] from the [Edit] menu. ) ] B
Multiple device search conditions can be created and selected. Furthermore,

A new discovery condition can also be added by clicking on the “@-
button which is available in the bottom left corner of the “Device
Discovery Condition List” section of the dialog box. The search conditions can be customized to include multiple search criteria
To change the existing condition settings, click the condition that you including specific IP addresses, IP address ranges, local broadcast and
want to change in the [Device Discovery Condition List]. broadcast searching.

the device discovery search conditions can be managed per device group.

Device Discovery Settings

Menu -
T T If the context name has been set in the SNMP v3 settings of older

R e Sl @ Sharp devices, an error may occur during discovery. If this happens,
delete the contecxt name from the settings and repeat the dsicovery
operation.

[ order * Status Device Discovery Conditio...  Description

1 Enabled Default Discovery Setting Default Discovery is Local ... )

Q

Blocked IP Address List

[] Specify Blacked IP Address | Settings |

SNMP Information Acguisition Settings

— SMMPy1

Timeout 5000 Milliseconds (1000 - 30000}

Retry 5 Timeis) {0 - 6)

— SHMPY3

Timeout Milliseconds (1000 - 30000)
Retry Timeis) i0 - 5)

| ok | cancel
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Managing SNMP settings

-Cnllective Setting

If SNMP settings of one or more devices are changed at the device side after F——
the discovery, you will need to update the SRDM SNMP settings to match the B
MFP device settings. For SNMPv1, the GET Community Name should match
the one in the MFP device settings. For SNMPV3, the User Name,

Authentication Key and Privacy Key should match the SNMPv3 settings in the
MFP device.

IP Address

Mo items to show:

SHMP Authentication Setting Copy

= SMMPY Authentication Setting © | I

_ SMMPY3 Authentication Setting !

You can manage the SRDM SNMP settings by following the procedure below.

E“z‘ Login Account Name : admin P
PERIE e (i) (Goncel)

Group | [ | Top Graup % | & Master Device Group

= o | Top Group i [ = | D
T — E% . Select the radio button of the SNMP version to be used to perform
22001 Device | Registered Devices || Device Lag | Group Informatio SNMP communication under “SNMP Authentication Setting Copy”

= Update Status and select the desired settings.
| D: Caollective Setting k)_evice e

= Copy Device(s)
I O wove Device(s) ﬁ Toner Low

| |

‘ | Paste Device(s) Q COnline
Delete Device :

‘ = ’p Online

1 : i

You can also create new set of SNMP credentials to use by selecting
“Create New” or update the available credential set by selecting
“Edit/Delete”.
Device Trash Can
| Multiple SNMP settings can be created and selected for use depending on the
application. Furthermore, the SNMP settings can be managed separately for
Open the [Registered Devices] tab under device group and select the each device group. The SNMP settings which have been created can be used
devices for which SNMP settings have to be updated. in *Collective Setting” mentioned above.

Click the [Registered Devices] tab menu «="0of a Device Group. SNMP settings can also be made individually in the [SNMP Settings] tab
under each device tab. For more information, refer to “{[SNMP _Settings] tab”.

Click [Collective Setting].

If the context name has been set in the SNMP v3 settings of older

@ Sharp devices, an error may occur during discovery. If this happens,
delete the contecxt name from the settings and repeat the dsicovery
operation.
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Registering devices in the Registered
Devices List

Devices which have been found during device discovery are listed in the
[Device Discovery] tab. You should register the discovered devices, in order
to view and manage them under the [Registered Devices] tab.

You can register the discovered devices by following the procedure below.

1. Select the devices you wish to register in the [Device Discovery] tab.

2. Click the [Device Discovery] tab menu =

3. Click [Register].

Registered devices will not be listed under the [Device Discovery]
tab.

Updating device status and data

You can update the device information by following the procedure below:
1. Click the [Registered Devices] tab button =

2. Select [Update Device Information] and then click [All devices] or
[Selected Device].

You can also update the device data by selecting the devices and then
clicking the <2 button.

If you click <] without selecting any devices, all of the information in the
[Dewce Status] and [Device Information] tabs will be updated.

The “ " icon will be displayed and the «<] button wil change to “&” while
the device information update is in progress.

To cancel the device information update, click the “&” button.

Deleting devices

To delete a device from the registered device list, click the delete “@” putton
in the “Device Operation” column.
Furthermore, you can delete multiple devices at once by following the
procedure below.
1. Select the devices to be deleted.
2. Click the [Registered Devices] tab menu «=p,
3. Select [Delete Device].
a. Click [Delete from List] to delete the devices from list (or)

b. Click [Delete From Search Condition] to delete the devices from
list and also to exclude the deleted devices from further
discovery

The list of devices which are excluded from discovery are listed in “Specify
Blocked IP Address” field of the “Setting device discovery conditions” window.

Restoring deleted devices

Deleted devices are moved to the Device Trash Can. The devices can be
restored to the registered devices list by following the procedure below:
1. Click the [Registered Devices] tab menu S,

2. Click [Device Trash Can].

3. Select the devices and click the [Restore] button.

You can permanently delete a device by deleting it from the Device

@ Trash Can. Note that devices which have been deleted permanently
cannot be restored, however these devices can be discovered again
using the device discovery function.
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Copying or moving devices Setting scheduled actions

In SRDM, registered devices can be copied or moved between device groups. You must set the scheduled actions such as device discovery and status

You can do this by using any of the procedures below. updates by following procedure:

B Drag and drop from Registered Devices list

Registered devices can be moved or copied to a different device group 1. Select [Settings] and then click [Scheduled Action].
using the drag and drop option by following the procedure below.

|3 [Settings -|[Help -] Logout

1. Select the devices you wish to copy or move from the device H| =C0E i Themes

group [TITop Growp = | Download Log »
. SMTP Settings

r E% | Scheduled Azunn
Drag the devices and drop on the target device group listed in [ | e e e e e [ o s

3 Schedule Log Delete
the group tree pane. EE Schedule Maintenance |
) Communication Status  + Device Status * Model Narme IP Address Location — Serial Mut System Log
Select the required operation from the displayed “Copy or Move 0 ok £ Toner Low O SHeRP SN RS S Aot Maragement

5] Properties

- - [ oKk Online % SHARP MX.3650FN SEES EESEE BmEEe
Device(s)” dialog box. g :
[ oKk @ Online 3 SHARP MX-MSESFN Eas—S === EZe

B Using the copy or move devices option in the Registered
Devices menu

Registered devices can be moved or copied to a different device group
using the options available in the menu by following the procedure below.

1. Select the devices you wish to copy or Move from device group.

2. Select [Copy Device(s)] or [Move Device(s)] from the registered
devices list menu.

Select the target device group.
Select [Paste Device(s)] from the registered devices list menu.

* If multiple copy or move operations are performed before a paste
operation, only the latest copy or move information is stored.

* In case of copy operation, the device information is available even
after executing paste, therefore, if "paste” is executed on multiple
device groups, the same devices will be copied to the respective
device groups. For move, the information is deleted after executing
paste on one device group.
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2. Click [Device Discovery], [Device Status Update] or [Device iii.  Set execution start date.
Information Update] to open the Schedule Settings Detail dialog box. iv.  To have the operation run periodically, select [Recurrence].
St Ao &) Following recurrence intervals are available for selection.

: Enable Schedule Name | Execute Start... | Recurrence Execute Time Interval Time Zone Register Device
| |

a. Every Day: Scheduled operation will be executed every day.

| [ Device Discovery 121192016 Every Day 00:00 - GMT+00:00 Auto [v|

| Device Status Update 121192016 Every Day 00:00-23:59 Every O Hour(s)... GMT+00:00
b. Every Week: You can select one or more days of the week

to perform the schedule operation.

Device Information Update  12/19/2016 Every Week- Su._. 08:30 - GMT+00:00

Every Month: You can select one or more days of the month
to perform the schedule operation.

K] [Canzel

Make the settings. . Specify the “Execute Time”. Execution time can be specified

Schedule Settings Detail as multiple times in a day or multiple times in a specific time
interval of the day. Below is the description of each option.

Schedule Name : Device Discovery
Time Zone - GMT+00:00 ”'.ChangeTlms:Zoné.:
7] Execute afer SROM Service Restart a. Time: You can select specific time of the day in hours and

minutes like 15:30 etc. After selecting the time, click on add
«@ button to add to the execution time list.

Execute Start Date - 113012015 I

Rt B Multiple times of the day can be specified by adding time
selection repeatedly with different values.

Execute Time : Tlme

Time Range: You can specify time range of the day during
which schedule operation to happen.

|00 00

The shortest schedule setting which can be set in [Device
Information Update] is for updating to occur once per day.

[ oK |[cancel|

Set the time zone.
4. The “Register Device” column in the Scheduled Action dialog box

Select or unselect “Execute after SRDM Service Rest_art” indicates whether the devices need to be registered manually (Manual) or
check box to choose whether or not to carry out device automatically (Auto) after scheduled discovery.
discovery and device status and device information updates
after the SRDM server s restarted.. The default setting for a scheduled action is disabled. To enable each action,
Note: By default this option will be selected for device place a check mark in the "Enable" box

discovery and unselected for device status and device

information updates.
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B Types of scheduled action

There are three types of scheduled action: “Device Discovery”, “Device
Status Update” and “Device Information Update”.
Details for each action are given below.

- Device Discovery:
A scheduled action for device discovery.

For more information, refer to “[Device Discovery] tab”.
- Device Status Update:

A scheduled action for device status updates. For more information,
refer to “[Device Status] tab”.

- Device Information Update:
A scheduled action for device status and data updates.

.

When setting device discovery as a scheduled action, it is
recommended that you set the interval to once per day.

If the number of the registered devices is 20 or fewer, it is better to
set the schedule interval of Device Status Update to 3 minutes or
more.

If the number of the registered devices is around 100, it is better to
set the schedule interval of Device Status Update to 5 minutes or
more.

If the number of the registered devices is around 500, it is better to
set the schedule interval of Device Status Update to 20 minutes or
more .
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Creating filters

The filter creation/modification screen can also be accessed by
To view the devices information based on certain criteria such as viewing selecting “New Creation” or “Edit/Delete Filters” from the filter list box
devices having a status of “Paper Jam”, you can create and use filters in the as shown below.

[Registered Devices], [Device Log] and [Device Discovery] tabs.

All Devices

You can also use any of the default filters: Serial Number Elrngevices

VWaming
All Devices: Displays all the registered devices information ' Error and Waming
Communication Error

Error: Displays devices information whose current status is in any error [ Create Filter

condition. Ex: “Paper Jam”, “Toner Empty” etc. : EditDelete Filters

Warning: Displays devices information whose current status is in any
warning condition. Ex: “Paper Low”, “Toner Low” etc. . Click [Menu] at the top-left of the Filter list dialog box and then

. . . . ) ) select [Create filter].
Error and Warning: Displays devices information whose current status is

button.
Communication Error: Displays information for devices whose

communication status is “Communication Error”.

You can also right-click the column header to use simple filters. Use
whichever method best suits your application.

You can create new filters containing your own preferred filter conditions by
following the procedure given below.

1. Click the [Group] tab menu =
2. Select [Settings] and then click [Filter List].

E“z‘ Login Account Name : admin
islel | &S
Group || [ Top Group ® |

(=] DTOP Gmup | | | — | = | = | =]
Start Device Discovery

Master Device Grou E i E___

= | P . Upd.ate Device Information R ey eronere.

i 001Device =| Seftings Status Seftings E
Export Device Counter “r Filter List

|Z] Create =

& TonerLow

=| Properties
I OK @ Online

[ OK @ Online
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Changing the conditions for icon display

You can change the display conditions for status icons (“0”, “£% and “9"),

paper level icons (“IE)", “i&", “l=, “l=” and “LJ") and toner level icons (“a‘:‘u”,

PV %6, %7 and “00). To change the condition, follow the procedure given
below.

1. Click the [Group] tab menu “=pof a logged-in group.
2. Select [Settings] and then click [Status Settings].

E |z| Login Account Name : admin
o] | B
Group | [ ] Top Group ® |
= |4 | Top Group e e [ e e
Start Device Discovery
3] Master Device Grou : ]
ﬁ P Upd.ate Device Information e m— Irthr‘
5 001Device =| Seftings ’ Status Setfings =
Export Device Counter | % Filter List
=| Create » ' Device Status ~ M0C|1

Delete

Toner Low 5
=| Properties a a

[EFORTI— @ Onine 35

To change the display conditions for the paper level icons or toner
level icons, click the respective [Settings] button.

To change the display conditions for the status icons, unselect the
change the alert level for the respective status.

Click the [OK] button.
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Setting E-Mail alerts

When device status changes to any of the warning or error status, such as when the toner level becomes low, e-mail alerts can be sent as a notification of the

change in device status. In order to use e-mail alerts, you need to configure SMTP server settings and also select the statuses which require to be notified along with
e-mail addresses of the concerned members.
You can configure the SMTP settings and e-mail alerts by following procedure.

B SMTP server settings SMTP Settings
You can configure SMTP server settings by following the procedure given Mail Host (SWTF)
below. Part Mo
From Address :

1. Click the [Settings] button on the top right of the screen and then
click “SMTP Settings”. [CIE-mail Authentication

User Marme : |

h Settings ~|[Help ~|[Logout]

=  p— DChange Password
T 1Top Group ® | Download Log »
| EJTop Group | SMTP Sattings Passwaord :
Scheduled Action
E-rnail Alerts
Schedule Log Delete
Schedule

Model Name = eral by Systern Lo | Check Mail Host |
o Account Management e
5 SHARP MXC5141FN

“ ] Properties
% SHARP MX-3650FN : E e~ e

| oK ||Cancel|

Enter the IP address and port number of the mail host (SMTP server).

Enter “From Address”.

Only one E-Mail server setting can be made for each SRDM
system.

If the mail host requires E-Mail authentication, select the “E-mail
Authentication” check box and then enter the user name and
password.

If the mail host supports SSL communication, select “SSL”
checkbox.

You can check the communication status with the mail host by
clicking on [Check Mail Host] button.

Click on the [OK] button to save the settings.
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B Setting notification statuses and destination addresses . Enter the notification e-mail addresses for receiving e-mail alerts in
the E-mail Address field and then click the [Add] button.

You can set notification statuses and destination e-mail addresses by the
following procedure. . You can configure any number of status alert conditions by
repeating the above steps 3 & 4.

Click the [OK] button.

1. Click the [Settings] button.
2. Select [E-Mail Alerts].

E-mail Alerts

You can enter multiple E-Mail addresses in the E-Mail address field
by entering a delimiter character between each address. The

delimiter characters that can be used is “,”.

E-mail Alerts All errar and warning status | Settings|

E-mail Address

w

Language Settings ‘Enghsh(Enghsh)

Date and Time Format ‘MMIddIyyyy HH:rm:ss | V‘
Time Zone GhT+19:00 | Change Time Zone |
(nss)

E-mail Address © E-mail Alerts

Mo items to show:

| Delete |

| ok ||Ccancel|

3. Click the [Settings] button to select the statuses.
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Accessing device operation panel remotely

You can remotely access and operate a supported device operation panel.

To access the operational panel of a device, follow the steps below from SRDM and at the target device.

Operations in SRDM: Operations at device:

1. Click the [Remote Operation] button on the [Registered Devices] 1.

When the confirmation screen is displayed on the device’s
tab.

operation panel, touch or select the [OK] button.

\ Registered Devices H Device Lag | Sub Group List | Groug Information || Device Discovery | Counter Histary | Operation Log

=& e — 2. Once connected, you can remotely control the MFP device panel.

evices
[T Comrmunication Status Device Status * Madel Name IP Address Device Op:

oK 5 SHARP MXS141FN EaeS
[ ok # SHARP Mx-3850FN o=
[ ok % SHARP MX-MSB5FN ==

* For more information about which models support the remote
operation function, refer to "Readme”. . “Readme” can be
accessed from the [Help] button of SRDM.

@ To use the remote operation function, you must first enable
remote operation in each device’s system settings. For more
information, see the device’s Operation Guide.

Flconnect ¢ This function can be used with Chrome or IE10 or later versions.

Total Device(s): 3 [¥/] Selected Device(s): 0 %7 Filtered Device(s): 0 € Emor(s):0 £} Warning(s): 1 Mo Respanse(s): 0

2. Click the [Connect] button on the remote operation connection
screen.

Model Name - SHARP MX-5111FN
IP Address - %=

3. Click the [OK] button once the authentication screen is displayed.

4. Enter the password as required by the device settings. If you are
unable to log in, contact your authorized servicing dealer.
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If you click the [SRDM (Advanced Features)] button “&r on the [Group] tab, the SRDM (Advanced Features) window will be displayed. You can use security setting
management functions, power management functions and cloning functions in the Advanced Features window.

M@ 6 @ 6

Operation Log

Sharp Remote Devicy {ger Type Date and Time ™ UserName  Operation Object Resul

@ Information 12152016 133000 admin Schedule Log Delete - Succeeded E

SHARP

O Ermor 12152016 00:00:00 admin Manage Power Wake Up Failed

[ 4]~ Login Account Name : agrin | [Settings | Help | [Logout]

Group [ Tof Group = |

[ ] Top Group El

O Information 12142016 13:30:00 admin Schedule Log Delete - Succeeded

9 Ermor 12142016 00:00:00 admin Manage Power Wake Up Failed

|'Devifk List | Security Dashboard | Power Management | Device Cloning @ Information 12132016 133000 admin Schedule Log Delete - Succeeded

14
>
>
3
>

1)
E I Filter: |All Devices ] I b O Information 120092016 13:30:00 admin Schedule Log Delete - Succeeded
4
4
4
4

- O Error 12/09/2016 00:00:00 adrmin Manage Power Wake Up Failed
£ com Made! Name 1P Address Location Serial Number  SSL... Admin Password  Admin Password Validity  Last Verified

= - — - o o
B ok 8 SHARP WXIBBIFN SRS [ Bl [Change Password) Uneanfirmed Information 12/08/2016 13:30:00 admin Schedule Log Delete Succeeded

B ok 8 SHARP MX MBBEFN B (Changeassward) Uncenfrmed O Ermr 120082016 00:00:00  adrin Manage Power Wake Up Failed

O ok B SHARP MKETAIFN SRS Sz [ [Changs Password] Unconfirmed © Information 12072016 133000 admin Schedule Log Delete - Succeeded

Total Operation Log(s): 24

|Close |

Total Device(s): 3 (V] Selected Device(s): 0 <7 Fitered Device(s): 0

Click the “ & icon next to the log entry to display the details of change on attempted

(1) [Group] tab menu “=" devices as shown below.

If you click on the [Group] tab menu, the following menu will be “’ﬂ

d |Sp| ayed . Type Date and Time | UserName  Operation Object Result

4 9 Information 1215/2016 13:30:00 admin Schedule Log Delete - Succeeded ©

Marme Model Name Serial Number  IP Address * Result “l=

- Log Management: This menu provides option to view “Operation

Mo items to show.
”

Log”.

“Operation Log” contains the log of all security related operations

b O Ermor 1215/2016 00:00:00 Manage Power Wake Up Failed
b @ Information 12H4/2016 13:30:00 Schedule Log Delete - Succeeded

performed by the user in this group like the result of login attempt to - P e —
devices’ Changes to administrator password tO be used by SRDM to P @ Information 1213/2016 13:30:00 Schedule Log Delete - SucceedadE

Tatal Operation Log(s): 24

access the devices, result of applying security policy to devices.

Each log entry contains information such as “Type”, “Date”, “Login m Operation Log Menu
Group id", “User Name” "Operation”,” Object” and "Result” of the If you click on the [Menu] in the [Operation Log] window, the following
operation. menu will be displayed.
1. Update Logs: Click to fetch the latest information from SRDM server.
2. XML File Output: Click to output all the operation log data as XML file.

3. Delete all Operation Logs: Deletes all the operation log data.
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- E-Mail Settings: This menu provides option to view and configure
E-Mail Alerts.

E-Mail Alerts

E-Mail Alerts | Settings |

E-Mail Address |

Language Setting |English(English) [
Date And Time Forrnathde!ywy HH:mm:ss |v|
Time Zone GMT+00:00

| Change Time Zone |
| Add |

E-Mail Address E-Mail Alerts

Mo items to show.

Delete
[ ok | [cancel]
Click on “Settings” button to select the security policy settings.

Enter the notification e-mail addresses for receiving e-mail alerts
in the E-mail Address field and then click the [Add] button.

Select the e-mail notification language, date format and time
zone.

Click the [Add] button.
Click the [OK] button.

You can enter multiple E-Mail addresses in the E-Mail address
field by entering a delimiter character between each address.
The delimiter characters that can be used is “,”

[Device List] tab

This displays list of registered devices which support advanced
features and belong to logged-in group. For more information, refer to
“[Device List] tab”

[Security Dashboard] tab

You can check and apply different security levels to the MFP using this
feature. It also allows you to verify whether the MFP security level is
same as the security level set in SRDM.

For more information, refer to “[Security Dashboard] tab”

[Power Management] tab

This tab allows you to use the Power Management feature. For more
information, refer to “[Power Management] tab”.

[Device Cloning] tab

This tab allows you to use the Device Cloning feature. For more
information, refer to “[Device Cloning] tab”.

Filter box

This lets you use and create filters to display devices based on the
defined criteria in the selected filter. For more information, refer to
“Creating Filters”

Devices which do not support advanced features are not displayed
in Advanced Features Window.

Points (3), (4), (5): These tabs will be displayed based on the
permissions available for the logged-in user.
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[Device List] tab

In order to use the advanced features, you need to set preferred communication protocol for each device and also provide administrator password to access

advanced features of the device.

2) @)

[Seinge = [ =] Logut

|4 |« Login Account Name : admin
Group | [ Top Group 52 |

| [ Top Group E‘

| Device List | Security Dashboard | Power Management | Device Cloning

=

[ Com.. “ Model Name IP Address Location
ok ] SHARP MX-3BS0FN SRS

0 ok 3 SHARP MCMEBSFN SRS

0 ok B SHARP MXS141FN SN

Total Device(s) 3 [V] Selected Device(s): 0 7 Filtered Device(s): 0

(1) [Device List] tab menu “IE‘ ”

If you click the menu button, the following menu items will be displayed.

- Change password: Allows you to set the administrator password in
SRDM for authenticating with the devices while performing security
operations. You can set the password for a group of selected
devices or for all devices at once.

Change Password

Password : ||

& Al Devices

' Selected Devices
| oK ||Cancel
- Use SSL: You can set SSL to encrypt the data which is transferred

between the devices and SRDM as part of security operations,
device cloning etc.

Use SSL

Use S5L - Enable IL
® Al Devices

' Selected Devices

| oK || Cancel|

- Login Attempt: Allows you to verify whether the login attempt to the
selected devices using the administrator password provided in
SRDM is successful or not.

(2) SSL Communication

Select SSL checkbox of each device to encrypt the data which is
transferred between the devices and SRDM as part of security
operations, device cloning etc. You can use device list menu option
“Use SSL” to set SSL for multiple devices at once.

Admin Password

Click the [Change Password] button of the target device to set an
administrator password in SRDM for authenticating with the device
while performing security operations.

You can use device list menu option “Change Password” to specify
password for multiple devices at once.

You can use device list menu option “Login Attempt” to verify whether
the login attempt to the devices using the administrator password
provided in SRDM is successful or not.
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[Security Dashboard] tab

Using the Security Dashboard features in SRDM, you can manage the security settings of multiple devices at once.
This [Security Dashboard] tab screen allows you to check and apply security settings to the devices. You can also verify whether the device security level is

matching with the security level set in SRDM.

EE‘ Login Account Name : admin

Gionn | I:‘Top Group 5 ‘
|:|Tnp Graup @

‘ Device List ” Security Dashhoard || Power Management || Device Claning

il Security Level Status
@ Security Policy

(50 Security Log
- =S
= Update Device Status i "3E50FN e =

< Set Security Level P W-MEBESFN ==
[ oK £ SHARP ME-E141FN =R

E_me IP Address Locatint
»

The security dashboard features cannot be used for DSK (Data

Security Kit) installed devices; Hence “Check” & “Apply” button will
not be displayed for DSK installed devices.

B [Security Dashboard] tab menu “@”

If you click on the menu, the following items will be displayed, which allows
you to perform various security related operations as described below.

1. Security Level Status:

This option displays whether devices have low, medium or high
security level settings

Security Level Status %

Acquisition time
121572016 15:39:47
Present Security Level

[ o 0 [ wtecivm: o [ High:0 [T vont care: 3

2. Security Policy:
This option allows you to schedule polling for security policy, set
security policy settings and apply security policy to device.

a) Polling Settings:
You can create and edit schedules for polling the security policy.
If Security “Check” has not been done manually even once, security
check by polling will fail.

If you click the polling settings menu, polling settings window will
display as follows.
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Polling Settings

Time: You can select specific time of the day in hours and
minutes like 15:30 etc. After selecting the time, click on add “@
button to add to the execution time list.

Polling Name Execute. . T Recurrence Execution Time Time Zone

quotTestquot: 021102016 Every Day 0000 GMT=0000

Multiple times of the day can be specified by adding time
o] selection repeatedly with different values.

Polling Name

Time Range: You can specify time range of the day during which
schedule operation to happen.

Click [Update] button to reflect the changes in the schedule list.
Click [OK] button to save the created or updated schedules

Brocuto Tima[Time_[+]0_[+]: [0_]+](@) b) Security Policy Settings:
By using this option, you can update the security level and security
policy on Security Dashboard associated with specified group.
This settings dialog allows you to set “Port Settings”, “Filter
Settings”, “SSL Settings”, “IPsec settings” and “IEEE802.1X
Settings”.

Security Policy Settings

| Cancel |

v Security Level

Settings can be done by using following procedure

Security Level Name Explanation

1.

Click on add “&” button in the polling settings list to add a new schedule
polling.

Set the name for polling.
Set the time zone and execution start date.
To have the operation run periodically, select recurrence. Following
recurrence intervals are available for selection.
a. Every Day: Scheduled operation will be executed every day.
b. Every Week: You can select one or more days of the week to
perform the schedule operation.
Every Month: You can select one or more days of the month to
perform the schedule operation.

Specify the “Execute Time”. Execution time can be specified as multiple
times in a day or multiple times in a specific time interval of the day.
Following is the description of each option.

High
Medium

Low

Security - High Level
Security : Middle Level

Security : Low Level

v Security Policy Settings

[¥] Port Settings

[¥] Filter Settings

[¥] SSL Setting

[#] IPsec Seffings
|IEEEB02.1X Settings

i

]

i
Sethi
Settings

| Cancel |
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® Port Settings SSL Settings
By using this window, you can update server and client port By using this window, you can set SSL setting for server and client.
information of security policy. This also updates security level It allows you to enable or disable the SSL encryption for each
(“High”, “Medium”, “Low”) for client and server port. protocol. You can specify the level of encryption for each type.
Default value for Server Port and Client Port for each type of Security Policy (SSL Seitings)

w Server Port

protocol is displayed as shown in the following window

Settings (High Level) SettinEEsw(er\c‘I?dium Settings (Low Level)

= Server Fart

v

HTTPS |Enab\e |v ‘ ‘Enable ‘VHDOH‘ICETE

L L (LowLovel)

hal

Hi [Disable [~ |[Dont Care IPP-SSL |Enab\e | v ‘ ‘Disable ‘ v | |Don‘t Care | v‘
cpon B0

hal

PurtNurmiber [7] Use thisport (7] Use this. 71Ut (1 65538)

[t A Redirect HTTP  [Transmit [+ |[NotTransmit | v|[Don't Care
PortNumber [#] Use thisport 9] Usc this. s port (1/665385) to HTTPSin
Fivinnt [Pisable. Device Web
Port Number 7] Uss this port (7 i ie (1-65535) Page Access
Raw Print v [Frabie. g 9
ElUsethis [E] ie. 910 (1-65538) w Client Port
|+ [enable
e = rase) Setings (High Level) Sem"EZ\fe“"'g’d'“’" Setings (Low Level)
cp GUsetis o o B qresean

1P SSL [Enable. [~ Disable. [~ 1[Dont HTTPS |Enab\e |v ‘ ‘Enable ‘v”Doﬂ‘tCare

~ Clienti'ort

v

Settings (1 ligh | evel)Settings (Medium| evel) Setings (1 ow | evel) 3 FTPS |Enah\e | v ‘ ‘Enable ‘ v | |Don‘t Care
|Disaste |« |nable |« [vontcare |+

-

Bl [~ [Eveiie [ [t G

POP3-35L |Enah\e |v ‘ ‘Enable ‘v”Don‘tCare

[Disable [~ [Enable [~ [DontCare

[Ebie [+ [Enmbie [] [BontCare LDAP-SSL |Enab\e |v ‘ ‘Enable ‘VHDOH‘T. Care

v

|

|
SMTP-SSL |Enab\e |VHEnabIe ‘VHDoﬂ‘tCare |v

|

|

l

[Disable. [+ [Enabie [~ [Dont Gare w Level of Encryption

| OK | [Caneel|

Settings (High Level) Sem"EZ\EQ’";’d'um Settings (Low Level)

Level ofEncrypuoﬂ|Medi“m | "HLOW ‘ v”Don‘tCare | v|

® Filter Settings
By using this window, you can allow or deny the access to the
device. You can filter based on IP address and MAC address.

Security Policy (Filter Settings) [3]
~ Filter Seftings

| OK | |Cancel|

Settings (High Level) Settings (Medium Level) Settings (Low Level)

Filter:
[Dont Care |~ [DontCare [~] [Dontcare =

~ IP Address Filter Settings
Filter Mode Allow =

Filter Address Start IP Address

Filter Address 1 0.0.0.0
Filter Address 2 0.0.0.0
Filter Address 3 0.0.0.0
Filter Address 4 0.0.0.0

~ MAC Address Filter Settings

Filter Address MAC Address

Filter Address 1 00-00-00-00-00-00
Filter Address 2 00-00-00-00-00-00
Filter Address 3 00-00-00-00-00-00
Filter Address 4 00-00-00-00-00-00
Filter Address 5 00-00-00-00-00-00
Filter Address 6 00-00-00-00-00-00

Filter Address 7 00-00-00-00-00-00

[[ oKk | [cancel]
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® [Psec Settings c) Apply Security Policy to Device:

By using this settings window, you can set IPsec and IKEv1 settings. This allows you to set the security policy to the device. Before setting

You can add or delete the IPsec rules by using menu option “IPsec Rules”. the security policy, it is mandatory to set the security level for the device

Security Policy (IPsec Settings)

Menu ~

~ IPsec Seftings

Settings (High Level) Settings (Medium Level)

Settings (Low Level)

[DentcCare | +| [DontCare  [~|

[Dentcare |+

IPsec Settings

settings on the operation panel, and then set again

Caution:if the seftings are inappropriate. connection to the device. printing. scanning or
'web page display may be disabled. In this case. disable the IPsec in the system

Pre-Shared Key

IKEv1 Setting

SAlifetime (time) Secs(0-65535)
SA lifetime (size) KB(0-65535)
IKE Lifetime Secs(0-65535)

~ IPsec Rules

7] Priority = Rule Name

No items to show.

| oK | [Cancel|

Add —This menu item can be used to add new IPsec Setting rules.

Delete —This menu item will be used to delete the selected IPsec
rules. After deleting, IPsec rules list will be refreshed

IEEE802.1X settings

This allows you to set IEEE authentication level and settings

Security Policy (IEEEBOZ.1X Settings)

~ |EEEB02.1X Authentication

Settings (High Level)  Setlings (Medium Level)  Settings (Low Level)

IEEEB02.1X Authentication [Disable | | [Disable | ~|[Dent Care

EAP Authentication Method | EAP-TLS |«|[eaPTLS |~|[EAP-TLS

Server Authentication Itatiests It attests [t attests

~ IEEEB02.1X Setings

EAP User Name
[[] Change Password
[ E————
EAPTimeout: 10 (10:60)

NumberofEAP Reties:[3  [w]umes

[ OK | [Cancel|

with any of the security level. For more information. refer to “Applying
Security Log:

This menu option allows you to view the security logs based on group
and also based on each device. When you click this security log menu,
the following options will be displayed.

a) Security Settings Change (Group)
This will display the difference between settings applied for one or
more devices in security policy settings screen (security values
managed in SRDM) and settings fetched from device at the time of
polling. Setting differences are displayed in red color text.
When you click the Security Settings Change (Group) menu the
following window will be displayed.

Security Settings Change Confirmation

Change Confirma__. ~ Model Name IP Address

Change Availability

No log to display:

This window contains the information about “Change Confirmation

Time”, “Model name”, ”IP Address” and “Change Availability” of the
device.
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If you click the [Menu] button, the following menu will be displayed: 4.

Update: Fetches the latest logs

Check result: Gets the device based security settings change This allows you to perform security check for the selected devices
(Checkbox is ON) with security level is set. For more information, refer to

Update Device Status:

Security Settings Change (Device)

This displays the difference of settings applied for the selected device
in security policy settings screen and settings fetched from device at the 5. Set Security Level:
time of polling. Difference will be displayed in red color text.
When you click the Security Settings Change (Device) menu the

following window will be displayed
Security Settings Change Confirmation SeleCted deV|CeS-

“Checking security policies”.

If you click on this menu following window will be displayed. This allows
you to set security level with High, Medium, Low and Don’t Care for

Menu Set Security Level

{/ | v Target Device .
f Security Level : | Don't Care v
{ | Model Name SHARP MX-2610N

IP Address 172.29.240.80 ® All Devices

v Change Log List ) Selected Devices

Change Confirmation Time ™ Change Availability
OK || Cancel

No log to display.

To use security dashboard features, the target device should meet
the following conditions:
e HTTP and HTTPS communication should be enabled

e The ports to be used for HTTP and HTTPS should be 80 and
443 respectively

This window contains the information such as “Change Confirmation © e e REE Basdp (Senel)’ snould be enelole
Time” and “Change Availability” from selected device. If any of the above settings are changed in the MFP, then Security

If you will click on menu, following item will be displayed Dashboard features cannot be used from SRDM.

Update: To get the latest logs
Check Result: To get the group based security settings change

In some cases due to the time lag of the acquisition timing of the
Security Setting file at and after applying the Security Policy,
changes may not be found correctly.
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B Security policies

You can apply the security policy and check the security status of devices by following the procedures below.

1. Applying security policies

You can overwrite the security settings of the devices by applying any security
policies defined in SRDM using the following procedure.

1) In [Device List] tab, select “SSL communication ON/OFF” for the
respective devices.

2) Provide “Admin Password” to be used by SRDM to authenticate
with the device and verify the Login is successful.
Refer to “[Device List] tab” for more information.

In [Security Dashboard] tab, select the check boxes (at the left
side of the Device List) for the devices to apply the security
settings.

4) Click the [Security Dashboard] tab menu =
5) Click [Security Policy] > [Apply Security Policy to Device]
Note: Clicking the [Apply] button displayed in “Security Policy” column of

[Security Dashboard] tab, allows you to apply the Security Settings for each
device.

While the security policies are being applied, the “In progress” icon “ ™ will
be displayed to the right of the [Security Dashboard] tab menu. Result of the
operation “Succeeded” or “Failed” will be displayed in “Last Applied” column.

@ If the security policies are applied successfully, you will be able to
click [Check] button for checking the security policy.

2. Checking security policies

You can check whether security settings are appropriate for the security
policies for each device by the procedure given below.

1) In [Security Dashboard] tab, select the check boxes (at the left
side of the device list) for the devices to check the security
settings.

2) Click the [Security Dashboard] tab menu “ =" and click [Update
Device Status].

While the security policies are being checked, the “In progress” icon “ *” will
be displayed on the right side of the [Security Dashboard] tab menu. Result of
the operation, “Changed” or “No Difference” will be displayed in “Result”
column.

You must apply security policy before performing check operation.

You can run security policy checking at regular-intervals by following the
procedure given below.

1) Click the [Security Dashboard] tab menu =i
2) Click [Security policy] > [Polling Settings].

3) Set the date and time for executing the schedule operation and
click the [OK] button.

You can also check the security policy for each device by clicking
the [Check] button in the Security Dashboard.

@ After changing the Security Policy, click [Security Policy] > [Apply

Security Policy to Device], You will not be able to confirm the
Security Policy until you apply.
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[Power Management] tab

Using the Power Management feature in SRDM, you can manage the power settings for the devices. This [Power Management] tab allows you to execute sleep,
wakeup, reboot and power off on multiple devices at once. You can also edit the power management operation schedules for devices.

me@ e @ © 6)

\ [rop Group i‘
23]

| dhce List |fsecuri ty Dashiflard | Power Manageent | Device Cloningl

Bl [0k ][ @WaeUp ][ Srebor | T Fiter : [AllDaviced

[ Com.. * Model Name IP Address erial Number — Power Management Resut  Power Management  Sciffdule Details
B VOK B SHARP Mx-3650FN SRS

B oK £ SHARP M MEBEFN SN N ee@el

ok £ SHARP MXGI41IFN NS S QEEE)

Total Device(s): 3 [V] Selected Device(s):0 7 Filtered Device(s): 0

(1) [Power Management] tab menu «[ =]
If you click on the menu, the following items will be displayed

Create Schedule: Allows you to create a schedule for power
management operations to be executed on the devices.

Edit Schedule: You can edit the schedule for power management
operations for the devices.

(2) [Sleep] button « O

This allows you to change the status of the device to automatic power
shutoff mode.

(3) [Wake up] button “*

This allows you to change the status of device to wake up mode.

(4) [Reboot] button “&”
This allows you to reboot the device.
(5) [Power off] button «@n

This allows you to switch off the device.
Note: This option will be available only on supported devices.

(6) [Schedule] button * Schedule ”

This allows you to select the power management operation schedule
for the device.

Schedule List

Schedule Name ©

Schedule 01

Total Schedule(s): 1 Selected Schedule(s): 1

| Cancel |
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B Executing Power management operations

You can execute the power management options by clicking on the respective buttons in device list under [Power Management] tab or by creating and assigning the

schedule as described in the procedures below.
1. Manual Power Management

a. Select the check boxes (at the left side of the device list) for the
devices to run the power management functions.

Click the [Sleep], [Wake up], [Reboot] or [Power Off] button

which are available on right of the [Power Management] tab.
When the power status are changed, the results of the operation
(success or failure) will be displayed in the “Power Management Result”
Column of [Power Management] Tab.

* You can also change the power status for each device by clicking
the [Sleep] icon 0 [Wake up] icon “*”, [Reboot] icon @ or
@ [Power off] icon “Q displayed for each device in the device list.

* If the buttons for a device are grayed out in the [Power
Management] tab, then power management functions cannot be
used for that device.

2. Schedule Power Management

Schedules enable you to perform specified operations such as “wake up”,

”

“sleep”, “reboot” and “power off” for a device at a specified time.
B Create and execute a schedule

You can create schedules for executing power management options at
regular-intervals by following the procedure below.

1. Select [Create Schedule] from the [Power Management] menu.

2. Configure the settings as indicated on the dialog box.

Power Management Settings

Selected Devica(s)

Model Narme
SHARP MX%3650FN

]

Operation Type * [Wake Up |
o:[GMTBOD |(Change Time Zone
tart Date 124152018 =

[Back] |Cancel

You can use this dialog to create schedule for power management
options such as "Wake Up”, “Sleep”, “Reboot” and “Power Off’
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B Edit a schedule

2. Select “Menu” button which is available on top left.

You can update the existing schedules by following the procedure below. When you click the [Menu] button, the following menu items will be

displayed.
1. Select [Edit Schedule] from the [Power Management] menu.

This opens the following dialog with the list of already created ® Create Schedule Edit Schedule
schedules. You can create a new schedule by clicking this option. For more

Edit Schedule information, refer to “Schedule Power Management”.

Schedule Name

® Delete Schedule
You can delete the schedules which are selected in the list of

S schedules with a confirmation dialog.

® Exit
Close the dialog.

Total Schedule(s): 0 Selected Schedule(s): 0

|Cancel |
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[Device Cloning] tab
B Overview

The [Device Cloning] tab allows you to copy the settings and registration information of one device (source) to the other compatible devices (target devices). Using
this functionality you can perform operations such as user registration on all similar devices at once.

This feature supports two types of cloning:
¢ Device Cloning: This feature lets you save the setting information of a device and copy it to other devices.
o Storage Backup: This feature lets you save the address book information and user information of a device and copy them to other devices.

Refer to the following table for the list of items which are part of Device Cloning and the Storage Backup operations.

Features Clone able items Contents

Initial Settings, Paper Feed Tray Settings, Receiving/Forwarding Settings, Printer Environment
Settings, User Management, Energy Saving Settings, Operation Settings, Device Settings, Copy
Settings, Printer Settings, Fax/Image Transmission Settings, Operation Settings, Scanner Settings,
Internet Fax Settings, Document Filing Settings, Security Settings, Sharp OSA Settings

Network Settings, Application Settings (except for Boiler plate/Forwarding Table), E-mail Alert/Status,
Port Settings/Filter settings, Set Custom Link

Address book, User registration information, Copy (Letter print Boiler plate), Job program, Fax/image
transmission (Boiler plate), Metadata set

System settings
Device Cloning

Web Page Settings

Storage Backup Registration information

* These contents may vary depending on the device model, attachment options, etc.

B Pre-requisites for Using Device Cloning & Storage Backup

® For device models that support Device Cloning and Storage Backup, refer to "Readme" of SRDM. “Readme” can be accessed from [Help] button of SRDM.
® Before following the procedures involved in device cloning and storage backup, refer to “[Device List] tab”, and set the administrator password for each device to
be used by SRDM.

* When the Device Cloning file or Storage Backup file is acquired from a specific device and imported into another device, the settings may not be
reflected properly if the device models are different.
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B Device Cloning Execution B Uploading Files

The settings data of a source device (Device Cloning or Storage Backup
(1) (2) @) data) can be uploaded to SRDM in any of the following ways

o Groun = | - Upload by directly fetching from the device
E SHH
[ fion st | Socurty Dashisoar | Power Management | Devie fioring - Upload the existing setting file which is obtained by exporting from

the device web page.

E Type File Name Comment  Execufpn Last Executio...  Encrypt Pafword Executih Result  Downl

[ Device Cloning MX-5111FN_15 | ExecuteNow || Schedule | - | ChangePassword |  Resut | | Di

The following procedure explains the steps to upload the file

1. Click the [Device Cloning] tab menu “="

Total File(s): 1 Selected File(s) 0 2

Click the [Device Cloning File Upload] or [Storage Backup File
Upload]. Select whether to acquire the information directly
from the device or use the already acquired file.

(1) [Device Cloning] tab menu “IE‘” Device Cloning File Upload

[®) From Device : | Select|

If you click the menu button, the following menu items will be displayed.
Model Name :

Device Cloning File Upload: This allows you to upload the device IP Address -
N :
cloning files to SRDM by fetching from the devices or from any Loc;r:r?:

Serial Number :
) From Source File - | Choose File | No file chosen

[] Encryption Password (5 - 16 Characters) |

cloning file stored on your PC. For more information, refer to
“Uploading Files”

Storage Backup File Upload: This allows you to upload the device
) ItIs highl ded to set th i d. This will b d to
storage backup files to SRDM by fetching from the devices or from (ltistie yrecomm:nciyptﬁizda?aig&rﬁgd?o?;?;r e

any storage backup file stored on your PC. For more information, [] Download Password | |

refer to “Uploading Files” {*) Itis highly recommended to set the download password. This passwoerd is
required to download this settings file.

Delete File: This allows you to delete one or more number of files
will be deleted at once. For more information, refer to “Delete file

menu option:”.

Operation Log: This displays the operation logs for device cloning

and storage backup operations.
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e Encryption password: This is used to encrypt the files when
directly acquiring the information from the device.

o Download password: This is used to restrict the download
operation and misuse of the data, it is recommended to set the
download password.

* The uploaded file may be visible to other users. Therefore,
it is strongly recommended that you set an encryption
password and also download password.

3. You can write comments about the file to be uploaded in the
Comment column 4. Click the [Upload] button.

(2) Execute Now (Device Cloning / Storage Backup)
You can copy the selected cloning or storage backup file to the target
devices by following the procedure below.

Click the [Execute Now] button to copy Storage Backup / Device
Cloning on selected device.

“Execute Device Cloning Settings” or “Execute Storage Backup
Settings” dialog will be displayed

Execute Storage Backup Settings

7] Model Name Mame Serial Number
[ SHARP MX-2610M 1504829Y00
[C] SHARP MX-2640M  VTEST 3507666000

Retry Intervals (0 - 10 Times): 0
Retry Interval Time (1 - 1500 Minutes): 60
‘When neither the content of the file nor the selected device are suited. the cloning

*Disclaimer : is not correctly done. Moreover, when the device which is not supported is chosen,
it will not operate correctly

| Execute | | Cancel |

This dialog allows you to select the target devices on which the
execution (Cloning or Storage Backup) has to be applied

Select the Target Devices.

Set the retry intervals (how many times the execute operation
needs to be tried again in case of a failure).

Set the retry interval Time (Time gap between the execute
operations in case of a failure).

5. Click the [Execute] button to start operation

Note: You must restart the device, after applying device cloning or storage
backup settings.

(3) Schedule (Scheduled operation for cloning/storage backup)
You can create schedules to perform the cloning operation on specific
date and time automatically by following procedure.

1. Click the [Schedule] button of the setup file for cloning.
This opens the Schedule List dialog

Schedule List

Schedule Name Scheduled Date And Time ™  Scheduled Time Zone

Test 02122016 16:14 GMT+00:00

Total Schedule(s): 1 Selected Schedule(s): 1

[oK]
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This screen displays the list of schedules created corresponding to the
selected file. This allows you to create new schedules, edit the existing
schedules and also to delete the existing schedules.

2. Create Schedule Settings-Schedule Date and Time window will
be displayed.

Create Schedule Settings - Schedule Date And Time

® Schedule List menu Schedule Time :

i . . . . Date And Time : 02/12/2016 16:37 =
If you click on the [Menu] in the [Schedule List] window, the following Time Zone - [ GMT0000 e ——

menu items will be displayed. Retry Settings :

. Retry Intervals (0 - 10 Times): 0
1. Create Schedule: Allows you to create a new schedule for cloning or Retry Interval Time (1 - 1500 Minutes) - 60

storage backup execution. For more information, refer to Create
Schedule.

Edit: Allows you edit the selected schedule. Edit Schedule windows [LOK | |Cancel
will be displayed with user selected values that can be updated.

3. Set the schedule time values, execution start date and time zone.

Delete Schedule: Allows you to delete the selected schedules. 4. Specify Retry Interval and Retry Interval Time values.

= Create Schedule 5. Click OK.

1. Select the target devices and click on Next,

Create Schedule Settings - Select Device (4) Change Password

ScheduleName Test If you click the [Change Password] button, Change Password window will
MO — D P be displayed. This allows you to change the encryption password of the
SHARP MX-2610M 1504829Y00 Corresponding flle

SHARP MX-2640N  VTEST 3507666000 Cha“ge Passmrd

File Mame

Password :

When neither the content of the file nor the selected device are suited, the cloning
*Disclaimer : is not correctly done. Moreover, when the device which is not supported is chosen
itwill not operate correctly

| Mext | |Cancel|
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(5) Result (Check the Results of Cloning)
If you click the [Result] button, the result log will be displayed.

[Result Log

[
=S

Execution Result LastAp... ™ Model Name IP Address Name Serial Number
Succeeded(retry: 0t .. 12/07/2016. . SHARP MX-3650FN =S SharpDevice ==

Total Result(s). 1

® Result Log menu

If you click on the [Menu] in the [Result Log] window, the following menu
items will be displayed.

1. Update Logs: Fetches and displays latest logs from SRDM server.

2. XML File Output: Exports/saves all the SRDM operations log data as
an xml file.

3. Delete All Result Logs: Deletes all the result log data.

(6) Download

You can download any of the available files listed in the [Device Cloning]
tab by following the procedure below.

1. Click the [Download] button of the file

2. If prompted, enter the download password to continue the
download operation.

(7) Delete Icon “@”
You can delete the files by any of the following procedures.

B File delete icon: You can use this option to delete one file at a time.

1. Click the [Delete] icon «@7of the corresponding file in list.

[TITopGrowp = |
BEIE

| Device List | Security Dashboard | Poer Management | Device Cloning

El

[J Type FileN... ~ Comment Execution Last Execution Status EncryptPassword v Execution Result Download

[ Devic... MX-3650, Cloning Complete (Success) | Change Password| |Result] [Download|

Total File(s): 1 Selected File(s): 0

A confirmation message will be popped up whether to delete
the file or not.

File will be deleted if “Yes” is clicked otherwise file will not
be deleted.

Delete file menu option: You can use this option to delete one or
more number of files at once.

1. Select the files to be deleted from list.
2. Click the [Device Cloning] tab menu =P,
Click “Delete File”.

Click the [Yes] button on confirmation message to delete the
selected files.
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If you click the [SRDM (File Distribution)] button on the [Group] tab, file distribution screen is displayed. The “file distribution” allows you to share files such as
MFP drivers with other SRDM users as a ZIP file.

(1)

(2) () (4) (5) (6)

SHARP

Elelel

Sharp Remote Devicqd Manager

|4/ vogin account Name - zorrin

[Settings - Holp | [Logoif

I Used Space: 0.004 MB Ayailable Space: 10233996 MB  Total Space: 1 024.000 MB I

iadl

[C] Printer Driver.zip

12/06/2016 18:16:29 Administrator 0.004 MB 0 No Limit| Download | 1 I

(7)

© File Upload

Total File(s): 1 Selected File(s): 0

[File Distribution] menu «=p
If you click the [Group] tab menu the following menu will be
displayed.

Refresh: This refreshes file list with the latest information from
SRDM server.

File Download: Initiates selected file download operation. For more
information, refer to “File Download”.

Force Delete: Deletes all the selected files after successful
authentication and refreshes the file list.

File Upload: Initiates file upload operation. For more information,
refer to “File Upload".

Operation Log: Displays log data of all file operations (Ex: Upload,
download, delete etc.) performed by the users.

- View File Information: Displays selected file information like size,
expiry date, uploader name, URL to download etc.

- Edit File Information: Allows you to edit the selected file information
like validity period, expiry date and time, file management password
and download password.

(2) Upload File List
List of the files which are uploaded to SRDM server for distribution are
displayed.
(3) Storage Details
Displays the disk space usage information as below.
- Used Space: Amount of space used by the uploaded files in MB.

- Available Space: Amount of remaining space available for uploading
the files in MB.

- Total Space: Total amount of space allocated for file distribution in
MB as specified in “Preparing to use file distribution feature”.

(4) Email Notification setting button «ilr
You can send an e-mail notification to the users informing about the
uploaded file (Ex: MFP Drivers) which can be downloaded from SRDM
for their use.
Please note that SMTP server should be configured before using this
feature. For more information about SMTP server configuration, please
refer to “Setting E-Mail alerts”
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(5) [Settings] button
When you click the [Settings] button, a menu will appear asking you to
choose from Themes, Download Log, System Settings, SMTP Settings,
Schedule Log Delete, and “Account Management”.

e Themes: Allow you to change the Ul display theme.
Download Log: You can download various logs generated by SRDM.

System Settings: You can configure System Settings related with
File upload operation.

SMTP Settings: You can configure mail server settings for mail
alerts. For more information, refer to “Setting E-Mail alerts”

Schedule Log Delete: You can set the duration of log data.

e Account Management: Click to open “SRDM(Account Management)”.

(6) Delete button «@
Deletes the selected file after successful authentication and refreshes
the file list. For more information, refer to “File Delete”.

(7) [Download] button
Initiates download operation of the file. For more information, refer to
“Eile Download”.

Preparing to Use File Distribution Feature

Before uploading the files, you must configure the system settings by
following procedure.

1. Click the [Settings] button.

2. Click the [System Settings] button to display the System
Settings dialog and configure.
_. System Settings

TotalDataSize: 0 MB
Maximum Size PerFile: 0 | MB
0 (Enter'D'forunlimited)
(Enter 0" for unlimited)

Maximum Nurmber of Concurrent Upload :

Masximum Number of Concurrent Download - |

Total Data Size: Total size of the data users can upload to SRDM
(In Megabytes)

Maximum Size Per File: Maximum size of a file users can upload to
SRDM (In Megabytes)

Maximum Number of Concurrent Upload: Maximum number of file
uploads operations which can be performed in parallel. Enter “0”
(Zero) to allow unlimited number of upload operations in parallel.
Maximum Number of Concurrent Download: Maximum number of
file downloads operations which can be performed in parallel. Enter
“0” (Zero) to allow unlimited number of download operations in
parallel.

3. Click the [OK] button to save the settings.
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File Upload File Management Password: Password for managing the file. This
password needs to be provided in below cases.
To delete the file.
+ To send e-mail notification with file information.
Download Password: Password to download the file.

You can upload the files to SRDM for distribution to other users by following
procedure.

1. Click the [File Distribution] menu =4

2. Click the [File Upload] button to display the File Upload dialog i
. . . You can set any file management password and download
File Upload X @

password that you wish.

File BREANTLE A,

User Name |adm|n |

Uploader Narne :

Validity Period: Duration of the file to maintain on SRDM server before
automatic delete.

Comment
E-mail Notification: You can send e-mail notification with information
Valdity Period : [N Limit T+ about the file, by clicking on “Settings” button as below.

r— File Managerment Password (Optional) E-mail Notification X

Pazgward

File Name * Printer Drivar zip
Size 0004 MB
To:|
ce

Confirm Passwaord

— Download Password (Optional)

o]

Password Subject : SRDM (File Upload Notification)
oty Language : |English (Englishy
Date and Time Format ; [MM/ddfyyyy HH:mm:ss |
Time Zane : GMT+09.00 | Change Time Zone |

E-mail Notification : | Settings | Password Sharing
 Send Download Password alang with this E-mail
) Send Download Passward in a Separate E-mail
'\ Upload || Cancel * Dont Send Download Password Information

(0K | Cancel|

3. Select the file to be uploaded and enter required information.
Choose File: Select the file to be uploaded. After providing the information click on “OK”

User Name: Your user name will be automatically displayed. SMTP server should be configured before using e-mail
Uploader Name: Enter your name. notification feature. For more information about SMTP server

Comment: Any description about the uploaded file like “MFP driver files CorigLIEe; PEasE EErie SRl = el EEs
for windows” etc. can be provided.

Click on “Upload” to complete the upload operation.
Uploaded file will be listed in the file list.
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File Download File Delete

You can download the files by any of the following procedures. You can delete the uploaded files by any of the following procedures.

®  Download from SRDM Ul B File delete icon: You can use this option to delete one file at a time.

1. Access the SRDM (File Distribution) UI. 1. Click the [Delete] icon «@7of the corresponding file in the file

2. Click the [Download] button of the corresponding file. list.

3. Enter the file download password to start downloading. SHASE

Sharp Remote Device Manager
| Login Account Name : admin Settings + | Help +  Logout

B Used Space: 0.004 MB Available Space: 1023995 MB  Total Space: 1024000 MB

| | Flle DOWnlOad from Emall N0t|f|cat|0n [ File Name Uploaded Date and Time *  Uploader Name Size Count Validty Period | Download Notify E
o

(5] Printer Driver zip 1200672016 18:18:29 Administrator 0004 MB i No Limit Download =

You can initiate file download operation from the received e-mail
notification message by following procedure.

‘@ File Upload Total File(s): 1 [¥] Selected File(s): n‘

1. Click on the download link provided in the notification e-mail. 2. Enter the file management password to delete the selected file.

Below is the sample format of the e-mail notification.

B Force delete menu option: You can use this option to delete one or

Uploaded file information is as follows:

Uploaded File Name : MFP_Driver File.zip more f||eS at once.
Uploaded Date and Time : 12/07/2016 13:14:15
Uploader Hame T test - - .
Validity Pariod Mo Linit 1. Select the files to be deleted from the file list.
Comment. :

Download Link +ohttps A oo oo oo oo d /787 [ 1eld=158dT7dEYETAETEN0M] saf sB . . . . .
Passard : 12945578 2. Click the [File Distribution] menu =3

Click “Force Delete”.

2. SRDM Login screens will be displayed using the default

browser. Enter your SRDM login credentials (Login screen Enter the same password which you entered when logging in.

does not appear, if you have already logged in).
@ System administrator privileges are required in order to force

If a download password has been set, enter the password to delete uploaded files.

start downloading.
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Problem Causes and Remedies

After starting SRDM, | entered the user Confirm the URL of the SRDM that you want to access and the user name, and check the initial password from the
name and the password, but | cannot log in SRDM Service Control Panel.

Note: To view the initial password, launch SRDM Control Panel and click on [System] menu and select the
[Administrator Password Management]. This initial password is used for logging into the default account.

| entered the password, which was displayed | If you have changed the password in the Ul, a password different from what was displayed in the SRDM Service
in the “Administrator Password Control Panel has been set. Enter the password that was set in the Ul.
Management”, but | cannot log in

| cannot upload a file Because of the limitations of the Proxy server, you might not be able to transfer large files.

| cannot login to SRDM The available space on HDD of the PC on which the SRDM server is installed might be too small. Stop the SRDM
service temporarily and increase the available space on HDD (6GB or more). Then, restart the service.

If you use the Version Up Tool, the initial password will be the one set for SRDM in the previous version.

The “Communication Error(0201)” is An unexpected error has occurred. Please restart SRDM service.
appeared in the “Communication Status”
column of the device list

The “Communication Error(0301)” is There is no response from the device. It may be caused by the following reasons:
appeared in the “Communication Status” - The device’s power turns off.

column of the device list - The device is disconnected from network.

Please check availability of the device.

The “Communication Error(0303)” is A different MAC address from registered devices has been detected. It may be caused by the following reasons:
appeared in the “Communication Status” - A different device is being set for the IP address of the registered device.

column of the device list - Registered device’s MAC address has been changed for some reason.

Please execute the device discovery to solve the error. (Refer to “Device Discovery”.)

On DHCP (Dynamic Host Configuration Protocol) environment, the IP address will be changed dynamically.
Therefore, “Communication Error(0303)” will be appeared if SRDM confirms the devices status after the IP
address has been changed. The scheduled device discovery is recommended on DHCP environment. (Refer to
“Setting scheduled actions”.)
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Schedule Maintenance

SRDM database files become larger after a period of use. The database file does not become smaller even when data is deleted from the database. In addition,
when the size of the database file becomes large, it can have an effect on the performance of SRDM, for example by slowing down the display of SRDM pages. By
optimizing the database, you can reduce the size of the database file and improve the performance of SRDM.

With SRDM, the scheduled maintenance function can be used to automatically schedule optimization of the database file.

» Optimization does not compress the data; what it does is delete unneeded records in order to make the size of the database file smaller.

* If the amount of free space on the hard disk drops below 6 GB, the SRDM service will stop and logging in will not be possible.

Scheduled maintenance can be set by following the procedure below. « Start Date: This sets the date when the scheduled maintenance is to
1. Click the [Settings] button, and then select [Scheduled Maintenance] from start. You can also click the calendar icon " |=|" and select the date
the menu. from the calendar.
——— P —— Recurrence: This sets the timetable for running the scheduled
Eello] , maintenance. If you select "Every Week", check boxes will be displayed

Group | ETop Group = | Download Log
SMTP Settings

o o EERDEE for you to select the days of the week. You can select more than one

T Master Device Group - A E-mail Alerts
| Registered Devices | Device Log | Sub Group List || Group Information | Device Discovery || Counter History || Operation Log
Schedule Log Delete

5 001Device - .
= weekday at the same time.
[ communication Status Device Status Model Name IP Address Location  Serial Nui  System Log

B o Sl Sswwsan SRS B P Execute Time: This sets the time of the day to carry out the scheduled
maintenance.

[ oK @ Online % SHARP MX-3650FN EAES s T 18] [ &

. Select the [Execute Scheduled maintenance] check box, and then enter

L L 3. If you would like to be notified of the results of scheduled maintenance, select
the required information in the form.

the "Notify Result by E-Mail" check box, and enter the required details.
R +  E-mail address: This sets the destination e-mail address for sending the
e Zene BT Shange Tine Zone e-mail containing the results of the scheduled maintenance.

Execute Start Date 1143072016 =

B Rocunonce: [ory Wook || fondsy DlTusssey  Clvotnesdsy  CTnursday Language Setting: This sets the language to be used for the e-mail
ExeruteTme: [7 [v]: [0 [+ e containing the results of the scheduled maintenance.
[ Send Melnterance Resuf by Emal Date and Time Format: This sets the format for the date and time
appearing in the e-mail containing the results of the scheduled

maintenance.

Schedule Maintenance Settings

OK | |Cancel

4. Click the [OK] button.

+ Time Zone: This sets the time zone. To change the setting, click the
[Change Time Zone] button, and then select the applicable time zone
from the list.

In order to send e-mails containing the results of scheduled
maintenance, you need to configure SMTP server settings beforehand.
For more information on SMTP settings, refer to "Setting E-Mail alerts".

CONTENTS SHARP




APPENDIX

Case1: Login and Adding User Accounts with Default Account

When you login to SRDM with the default account ("admin"), you can use SRDM with administrator priviledges.

B Login with Default Account ("admin") B Logging in using the "user" account

When you start using SRDM, you first log into SRDM using the default When you log into SRDM using the default "user" account, you can use
"admin" account. SRDM as a user who is allowed to view the information forn devices which
(Refer to “Launching SRDM” section for the login procedure using the default have already been registered.

"admin" account)

When you login with the default account, following permissions are available.
- Group Management
- System Management
- File Distribution
Security Dashboard
Device Cloning
Power Management

Account Management

For more information on registering accounts, refer to “Account Management”.
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Permission details

SRDM places limits on functions by means of permissions. Functions which cannot be used are not displayed in the Ul or cannot be operated. Granting or removing
the permissions can be done when accounts are created or when accounts are edited. If no permissions have been applied, only viewing of data will be possible.
The following items will be displayed when group management permission is granted.

Create Group button

Delete Group button

Group Settings button

Group menu button

Menu button

Discovery button

Device Information Update button

Group pane Buttons

Update Device Information
Menu button Delete Device

Device Trash Can
[Registered Devices] tab Device Information Update button
Device Web Page button
Remote Operation button
Device delete button

XML File Output

Delete All Device Logs
Properties

Create

Delete

Group Trash Can

Device operation

Group tab [Device Log] tab Menu button

[Sub Group List] tab Menu button

[Group Information] tab

Register

[Device Discovery] tab Menu button X
Delete From List

[Counter History] tab

XML File Output
Delete All Operation Logs

CONTENTS 75 SHARP®

[Operation Log] tab Menu button




APPENDIX

[Device] tab

Buttons

Device Information Update button

Device Web Page button

Remote Operation button

[Device Status] tab

Menu button

Device Web Page

Remote Operation

[Device Information] tab

Menu button

Device Information Update

Device Web Page

Remote Operation

Download Counter Data

[Device Log] tab

Menu button

XML File Output

Delete All Device Logs

[SNMP Settings] tab

Menu button

SNMP Settings

[Counter History] tab

Menu button

Default

XML File Output

[Operation Log] tab

Menu button

XML File Output

Delete All Operation Logs

[Settings] button

Themes

Schedule Settings

E-Mail Alerts

Properties

The following items can be displayed when system management permission is granted.

[Settings] button

Download Log

SMTP Settings

Schedule Log Delete

Scheduled Maintenance

System Logs
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The following items will be displayed when file distribution permission is granted.

[Group] Tab

button

SRDM (File Distribution) button

The following items will be displayed when security dashboard permission is granted.

[Group] Tab

button

SRDM (Advanced Features ) button

SRDM (Advanced Features)
Screen

Tab

[Security Dashboard] Tab

The following items will be displayed when device cloning permission is granted.

[Group] Tab

button

SRDM (Advanced Features ) button

SRDM ( Advanced Feature)
Screen

Tab

[Device Cloning] Tab

The following items will be displayed when power management permission is granted.

[Group] Tab

button

SRDM (Advanced Features ) button

SRDM (Advanced Features)
Screen

Tab

[Power Management] Tab

The following items will be displayed when account management permission is granted.

Setting button

Button

Account Management button

Account Management window

Tab

[Account List] tab

[Role List] tab

CONTENTS




LL\PPENDIX

Icons displayed in device images

Icons showing the status of a device are displayed along with the device image in the [Device Status] tab.

Status other than “Online [Auto Power Shut Off]”, warm-up and online can be set to show at different levels (Normal, Warning, Error). For more information, refer to

“Changing the conditions for icon display”.

The device status corresponding to each icon are as follows.

Status name

Icon

Normal

Warning

Printer Error

. ®

Status name

Icon

Normal

Warning

Printer Error
[Account Limit]

| Y

o« ¥
L ]

Specified Output Tray Full

Overdue Service
Maintenance

o

Specified Output Tray
Missing

Paper Jam

Offline

Marker Supply Missing

Printer Warning

Toner Empty

Toner Low

Cover Open

Paper Low

Paper Empty

Input Tray Missing

Specified Input Tray
Empty

Output Tray Full

Specified Input Tray
Missing

Output Tray Near Full

Output Tray Missing
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Status name

Icon
Warning

Printer Warning

[Output tray missing]

Near Overdue Service

Maintenance ?

Online
[Auto Power Shut Off]

Warm-Up

Online

Unknown
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